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Motivation:
Behavior descriptions for embedded
system software

* Embedded systems in multi/many cores
Many cores are cheaper

* Control over critical components
Verification/Certification

* Low-level coding
Direct real-time device control (by interrupt)

* Time-aware behavior
Real-time constraints




Basics09 workshop(_3#), 10/12/2009 \

Target Overview

Local description: C1" |C2" |C3’

End point

Global description . Cr —— ™
system(C1,C2,C3) projection component | ====3 | | component
Cl Cc2 specification ” implementation
component component C2’ verity
interface interface imol i
\ / component WM] component
specification| €= i i
C3 p verlfy implementation
component C3’ _
interface implement
component | = component
_ specification verify implementation
verify
Csystem requirements) communication
. Properties preseved environment
\. J

EPP theory of a process calculus:
System(C1,C2,C3) «~ C1’|C2’|C3”

Does this work for embedded system software?
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Target Overview
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— End point :
Global description - Cl —— ™
system(C1,C2,C3) projection component | ====3 | | component
Cl c2 specification| € P | | implementation
component component C2’ verity
interface interface imol i
\ / component lw component
specification| €= i i
C3 p verlfy implementation
component C3’ _
interface implement
component | = component
] specification veiri'ify implementation
verify
Csystem requirements) communication
. Properties preseved environment
\. J

EPP theory of a process calculus:
System(C1,C2,C3) «~ C1’|C2’|C3”

Does this work for embedded system software?
extension is necessary




Basics09 workshop(38), 10/12/2009 \

Contents
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Programming

* Extension with Priority (in Home Appliance
Network)
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Communication Centered
Prog rammi Ng [Carbone,Honda,Yoshida06]

Global Description : Communication between agents
A — B :s{op,v,x).I

Send message (op,V) in session s and v is stored in x at B

Local Description: Behavior at each agent
Als(op,v).P4] | Bls(op,z).Pg]

Endpoint Calculus : (A version of) typed 1t calculus

Transformation from GD to LD: End-point Projection
Behavioral correctness: bisimularity
Communication correctness: session type

To Ensures EPP for GD=3 type principles
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Communication Centered

Programming for WS
CCP is successfully applied for Web Services

CCP implements ‘Choreograpy’ in Web Services

Business Protocol/SOA for enterprise systems

Buyer — Seller : chgog(vs).Seller — Buyer : s(ack).
Buyer — Seller : s(reqQuote).
Seller — Buyer . s(QuoteRes, vgyote, Tquote)-
(Buyer — Seller : s(QuoteRej).0
+ Buyer — Seller : s{QuoteAcc).
Seller — Shipper : chgogp(vs').
Shipper — Seller : s{ack).
Seller — Shipper : s'(ReqDelDet, idy,,yer, Zclient)-
Shipper — Seller : s'(DelDet, DD,z pp).
Seller — Buyer : s(DelDet,zpp,ypp)-0)




Global Description

Syntax of Interaction I:
I .= A— B:ch(vs).I

Operational Semantics (I,0) — (I’,0")

Interaction I with assingment o becomes [’
with ¢’ after one communication

A — B :s{op,e,y).I
rQ@A =e.l

if e@A then I else I»
I+ 1o

I1]15

(vs)I

XA

recXA. T

0
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(init)

(com)
(assign)
(conditional)
(sum)

(par)

(new)
(recVar)
(rec)
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Local Description

P ::= lch(3).P (init-in) N ::= A[P]s (participant)
| ch(vs).P (init-out) | Ni|N> (parallel-nw)
| s > ZZOpZ(CUZ)PZ (input) | (vs)N (res-nw)
| S <ople).P (output) | e
| x:=eP (assignment)
| if e then P; else P, (conditional)
| P11 P> (internal sum)
| P1|P> (parallel)
| (vs)P (res)
| X (variable)
| recX.P (recursion)
| O (inaction)

Behavioral semantics Defined by 11-like SOS

N — N/ rules
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Well-structuredness in Global descriptions

* Three principles for global descriptions
* Connectedness
* Well-threadedness
* Coherence

1D A

(Example) T = () | : interaction among Buyer,Seller,Shipper
A = chpog@Seller(s)[Buyer, Seller] : a-
chgog,@Shipper(s’)[Seller, Shipper] : o/

o = s T ReqQuote() - s | QuoteRes(QuoteType).(s 1 QuoteRej()+
s 1 QuoteAcc().s | DelDet(DDType))
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EPP (End Point Projection)

Let A be a consistent thread annotation of I.
The end-point projection of A under o

EPP((vs)A, o) = (Vg)nAePart(I)A[n[T] Urrelr] TP(A,)]s04

Theorem

1. EPP preserves the session type
2. EPP generates sound and complete local descriptions.
(Up to structural congruence and pruning)

10
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Application to Embedded systems

Framwork for system development
(not limited to embedded systems)

Local description: C1" |C2" |C3’

End point

Global description . cr mplementf )
system(C1,C2,C3) projection component | ====3 | | component
C1 C2 specification| €= 1 | implementation
verify
component component cz
interface interface imol 1
\ / component \m_)p TS { component
specification| €= i i
C3 p verlfy implementation
component C3’ .
interface Im—)plement
component component
- specification verify | |implementation
verify
Csystem requirements) communication
Properties preseved environment
g

* Embedded Systems requires more properties
real-time, Priority, (and probability)
Extension in syntax/semantics

11



Basics09 workshop(_3#), 10/12/2009 \

Priority in choreography

P1

P2 } [ P3
P1 communicates with P3 unless P2 wishes to communicate

P2 communicates with P3 unless P1 wishes to communicate
P3 communicates with P2 unless P1 wishes to communicate

Globally: P1>P2>P3

Can the global priority be extended in local priority?

on the limited form of Global Descriptions (Guarded/Regular)

12
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Services in Home Network System

m SOA Based Home Network System

[ Due to the dynamic nature of home appliance network

[ No centralized server exists

44 Appliances can be dynamically added and modified

Appliances export their own
features to the network

DVD Player

Light




/ Basics09 workshop(_3#), 10/12/2009 \

Services in Home Network System

m SOA Based Home Network System

[ Due to the dynamic nature of home appliance network

[ No centralized server exists

44 Appliances can be dynamically added and modified

Appliances export their own
features to the network

DVD Player




/ Basics09 workshop(_3#), 10/12/2009 \

Services in Home Network System

m SOA Based Home Network System

[ Due to the dynamic nature of home appliance network

[ No centralized server exists

44 Appliances can be dynamically added and modified

Appliances export their own
features to the network

DVD Player




e
CCP for home appliances

-2-Example of DVD play interaction

e

-E_.;- - y play

\4
- video_on
W

small
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CCP for home appliances

-2-Example of DVD play interaction

$Global Description

| USER = DVD : chow (vsDVD ).
DVD — TV : chrv : (vtDVD ).
TV = LIGHT1 : chucht: (vuDVD ).

|
|

video _on |

|

: USER — DVD : sowo<play>.

|

|

|

|

DVD — TV : tbvD<video _on>.

small TV — LIGHT1 : uovo<small>.0

s mEm e e S S S S S S S .

14
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CCP for home appliances

-2-Example of DVD play interaction

$Global Description
R —— play —---—-=—-=-—-=—-=-=-="=-=—-=—-—-—-—-=-=---~
 / | USER = DVD : chow (vsDVD ).

! ) DVD — TV : chtv : (vtiDVD ).
video_on

I

|

' !

: I

. TV - LIGHT1 : chuim (vuDVD ). |

* : USER — DVD : sovo<play>. |
| |

: I

' !

' )

DVD — TV : tbvD<video _on>.

> small TV = LIGHTL : uovo<small>.0
_- il il S o
<« ~ $Local Descriptions ¥ EPP S .
DVD [ chovovs). chvvs). | 1TV [ 1chivivd). chumw. | LIGHTL [ tchugrma(u). |
'lS > play. s < video_on. ] : | t > video_on. u <l small ] | :\u > small ] /:
- -
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Behavioral interference

An interference example between the DVD Play Interaction
and the Coming Home Interaction

is set(}o
€0 mo

-

User plays The light turns off
the DVD | |

-

— 1 The light turns on

The a'l*rn conditioner
switches on

15
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Behavioral interference

An interference example between the DVD Play Interaction
and the Coming Home Interaction

is set(}o
€0 mo

User plays

The light turns off
the DVD

2

The light turns on

The a'l*rn condltloner

switches on

15
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Behavioral interference

An interference example between the DVD Play Interaction
and the Coming Home Interaction

is set(}o
€0 mo

User plays
the DVD

The light turns off

The light turns on

The a'l*rn condltloner
switches on

Interference... a phenomenon where two interactions include two different
functions of a common appliance

™

/

15
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Behavioral interference

An interference example between the DVD Play Interaction
and the Coming Home Interaction

is set(}o
€0 mo

manan pen

]
Ny
1
......
by
..)

User plays
the DVD

The light turns off

The light turns on

The a'l*rn condltloner
switches on

Interference... a phenomenon where two interactions include two different
functions of a common appliance

We assign priority to each interaction which can conflict with others

\ /

15
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Behavioral interference

An interference example between the DVD Play Interaction
and the Coming Home Interaction

is set(}o
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| ——

User plays \ The light turns off
the DVD _ T~
— a

The light turns on

—

The a'l*rn conditioner
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Behavioral interference

An interference example between the DVD Play Interaction
and the Coming Home Interaction

h is set
€0 mo

D ——
User plays \

the DVD

e
\ The light turns off

— D
. /
-y — X The light turns on

The a'l*rn condltloner
switches on

15




/ Basics09 workshop(_3#), 10/12/2009 \

Behavioral interference

An interference example between the DVD Play Interaction
and the Coming Home Interaction

h is set
€0 mo

D ——
User plays \

the DVD

e
\ The light turns off

— D
. /
-y — X The light turns on

The a'l*rn condltloner
switches on

15




/ Basics09 workshop(_3#), 10/12/2009 \

Priority wrt CCP

® To resolve interference within the Communication
Centered Programming...

Integrated Services
Appliance Behavior

lobal Description )
a4 )
J Local Description
lobal Description A / L J
a R
o EPP - — Local Description
fbbal Description I(End Point Projection) | )
) - .
E'Oba' Description N Local Description
. J
J

16




e

Priority wrt CCP

® To resolve interference within the Communication

Centered Programming...

Integrated Services
with Priority

lobal Description

with Priority

lobal Description

with Priority

lobal Description

with Priority

flobal Description
with Priority ) EPP

Appliance Behavior

/

N [(End Point Projection)

\
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~

Local Description

.

7~

Local Description

7~

Local Description

.

16
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Priority wrt CCP

® To resolve interference within the Communication
Centered Programming...

Integrated Services

with Priority Appliance Behavior
flobal Description )
with Priority ) Locﬂi?ﬁsﬁcﬁrgﬂon
flobal Description ) / q y
with Priority g A
o EPP . —> Local Description
lobal Description I(End Point Projection) |  with Priority |
with Priority \ ~ B
J
lobal Description | Locﬂi?ﬁspﬁ{ge}{gn
with Priority
J

16
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Global Description with Priority

| Priority Altering Operator

2Zpmap P ...maps the priority to all interactions in the service

®m For a binary case where m An example for DVD Service
services P includes I1 and 2
M pmap(I1) = pl DVD Service]
[ pmap(12) = p2 DVD Play Interaction
pl + p3
We write as DVD Stop Interaction
]
11 pl+p2 12

for binary choice

17
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Global Description with Priority

| Priority Altering Operator

2Zpmap P ...maps the priority to all interactions in the service

®m For a binary case where m An example for DVD Service
services P includes 11 and 12
[ pmap(i1) = pl DVD Service|
[ pmap(12) = p2 DVD Play Interaction
pl)+
We write as DVD Stof Interaction
]
11 pl+p2 |2

for binary choice
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Example for Global Description

DVDSERVICE : (
USER — DVD : chDVD (vsDVD).
DVD — TV : chTV : (vtDVD).
TV = LIGHT1 : chLIGHT1 (vuDVD ).
LIGHT1 — CURTAIN1 : chCURTAIN1 (vwDVD ).
USER — DVD : chDVD (vs'DVD ).
DVD — TV : chTV (vt'DVD ).
TV = LIGHT1 : chLIGHT1 (vu’'DVD ).
LIGHT1 — CURTAIN1 : chCURTAIN1 (vww'DVD).
recX.(
USER — DVD : sDVD<play>.
DVD — TV : tDVD<video_on>.
TV = LIGHT1 : uDVD<small>.
LIGHT1 — CURTAIN1 : vDVD<down>.X

- ervice . T USER — DVD : s'DVD<stop>.
DVD — TV : t‘DVD<channel on>.

TV — LIGHT1 : u'DVD<on>.

11: DVD Play LIGHT1 — CURTAIN1 : v'DVD<up>.X

12: DVD Stop

) )

- e o o = -
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Example for Global Description

DVDSERVICE : (
USER — DVD : chDVD (vsDVD).
DVD — TV : chTV : (vtDVD).
TV = LIGHT1 : chLIGHT1 (vuDVD ). session
LIGHT1 — CURTAIN1 : chCURTAIN1 (vwDVD ). initialization
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DVD — TV : chTV (vt'DVD ).
TV = LIGHT1 : chLIGHT1 (vu’'DVD ).
LIGHT1 — CURTAIN1 : chCURTAIN1 (vww'DVD ).
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Example for Global Description

DVDSERVICE : (
USER — DVD : chDVD (vsDVD).
DVD — TV : chTV : (vtDVD).
TV = LIGHT1 : chLIGHT1 (vuDVD ).
LIGHT1 — CURTAIN1 : chCURTAIN1 (vwDVD ).
USER — DVD : chDVD (vs'DVD ).
DVD — TV : chTV (vt'DVD ).
TV = LIGHT1 : chLIGHT1 (vu’'DVD ).
LIGHT1 — CURTAIN1 : chCURTAIN1 (vww'DVD).
recX.(
USER =>DVD :sDVDXplays.- ~ -~~~ -~~~ ~
DVD — TV : tDVD<video_on>. description for
TV — LIGHT1 : uDVD<small>. DVD play interaction
LIGHT1 — CURTAIN1 : vDVD<down>.

- ervice . T USER — DVD : s’'DVD<stop>.

TV = LIGHT1 : u'DVD<on>.

|1 DVD Play LIGHT1 - CURTAIN1 : v'DVD<up>.X escription for

12: DVD Stop

— o e ey
- e o o = -

d
) ) DVD stop interaction

/

18
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Example for Global Description

DVDSERVICE : (
USER — DVD : chDVD (vsDVD ).
DVD — TV : chTV : (vtDVD).
TV — LIGHTL1 : chLIGHT1 (vuDVD).
LIGHT1 — CURTAINL : chCURTAIN1 (vwwDVD ).
USER — DVD : chDVD (vs’DVD ).
DVD — TV : chTV (vt'DVD ).
TV = LIGHTL1 : chLIGHT1 (vu’'DVD ).
LIGHT1 — CURTAINL : chCURTAIN1 (vw’'DVD ).

recX.(
USER > DVD :sDVD<plays.- ~~~~~—~—~
DVD — TV : tDVD<video_on>. description for
TV = LIGHT1 : uDVD<small>. DVD play interaction
LIGHT1 — CURTAIN1 : vDVD<down>.
VD pl + p3

--Service - USER — DVD : EIQVEDESEO_D;- _________
DVD — TV : t'DVD<channelon>. ~ = =~ =~ 7 7

11: DVD Play TV = LIGHT1 : u'DVD<on>. o
LIGHT1 — CURTAINL : v'DVD<up>.X escription for
12: DVD Stop v up

— o e ey
- e o o = -

d
) ) DVD stop interaction

/

18
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Example for Global Description

DVDSERVICE : (
USER — DVD : chDVD (vsDVD ).
DVD — TV : chTV : (vtDVD).
TV — LIGHTL1 : chLIGHT1 (vuDVD).
LIGHT1 — CURTAINL : chCURTAIN1 (vwwDVD ).
USER — DVD : chDVD (vs’DVD ).
DVD — TV : chTV (vt'DVD ).
TV = LIGHTL1 : chLIGHT1 (vu’'DVD ).
LIGHT1 — CURTAINL : chCURTAIN1 (vw’'DVD ).

recX.(
USER > DVD :sDVD<plays.- -~~~ ~~ ~— ~
DVD — TV tDVD<VideO_On>. descrlptlon for
TV — LIGHT1 : uDVD<small>. DVD play interaction

LIGHT1 — CURTAIN1 : vDVD<down>.

VD . Pl e\ o __
~BdPvice -+ wﬂ@qw
= TV : t'DVD<channel’on>. =~ = = 7 7

11: DVD p|ay TV = LIGHT1 : u’'DVD<on>.
LIGHT1 — CURTAIN1 : v'DVD X 5 cription for
12: DVD Stop Grlre, = v'DVD<up> ipt

o = ==y
- e = - -

op interaction

/
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Local Description with Priority

& Priority Guard

...an idea borrowed from CPG(CCS with priority guards)
by Phillips[P’01]

M A priority guard is written as U : a , where U is a set
of sessions and operations

M communication “a” can be executed if no operator
in U is executed at that time
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Example for Local Description

LIGHT 1|
chuchT1 (Uupvp, TV). chcurtain: (vovp, LIGHT1). vovo < ack. ubvo > ack.
chucht: (u’pvp, TV). chcurtant (vpvp, LIGHT1). vovo < ack. u’ovo > ack.
chuichr1 (uio, AIR_CON). cheHone (vio, LIGHT1). vio < ack. uio > ack.
chucht: (t'pay, LIGHTG). chucHT2 (u’pAY, LIGHT1). u’ par < ack. t'pay > ack.
recX.(
upovp < smallpiay .vbvp > downpiay .vbvo < ack. uovp > ack. X
+
u’ ovb <l Onstop .V'DVD P UPstop .V'DVD < ack. u’ovp > ack. X
+
(uovp , smallplay ) : uio < onin .vio » onin .vio < ack. uio » ack. X
+
(uovp , smallplay ) : t'pay <1 Oneven .U'DAY > Oneven . U’'DAY < ack. t'pay D ack. X))

20
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Example for Local Description

LIGHT1]
chuchT1 (Uupvp, TV). chcurtain: (vovp, LIGHT1). vovo < ack. ubvo > ack. session
chucht: (u’pvp, TV). chcurtant (vpvp, LIGHT1). vovo < ack. u’ovo > ack. initialization

chuichr1 (uio, AIR_CON). cheHone (vio, LIGHT1). vio < ack. uio > ack.
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JE 7Y,
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Example for Local Description

LIGHT 1|
chuchT1 (Uupvp, TV). chcurtain: (vovp, LIGHT1). vovo < ack. ubvo > ack.
chucht: (u’pvp, TV). chcurtant (vpvp, LIGHT1). vovo < ack. u’ovo > ack.
chuichr1 (uio, AIR_CON). cheHone (vio, LIGHT1). vio < ack. uio > ack.
chucht: (t'pay, LIGHTG). chucHT2 (u’pAY, LIGHT1). u’ par < ack. t'pay > ack.
recX.(
upovp < smallpiay .vbvp > downpiay .vbvo < ack. uovp > ack. X
+
u’ ovb <l Onstop .V'DVD P UPstop .V'DVD < ack. u’ovp > ack. X
+
(uovp , smallplay ) : uio < onin .vio » onin .vio < ack. uio » ack. X

+ Coming Home Interaction
(uovp , smallplay ) : t'pay <1 Oneven .U'DAY > Oneven . U’'DAY < ack. t'pay D ack. X))

DVD Play Interaction

DVD Stop Interaction

Evening Interaction

20
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Example for Local Description

LIGHT1]
chuchT1 (Uupvp, TV). chcurtain: (vovp, LIGHT1). vovo < ack. ubvo > ack.
chucht: (u’pvp, TV). chcurtant (vpvp, LIGHT1). vovo < ack. u’ovo > ack.
chuichr1 (uio, AIR_CON). cheHone (vio, LIGHT1). vio < ack. uio > ack.
chucht: (t'pay, LIGHTG). chucHT2 (u’pAY, LIGHT1). u’ par < ack. t'pay > ack.

recX.(
upovp < smallpiay .vbvp > downpiay .vbvo < ack. uovp > ack. X _
+ DVD Play Interaction
u’ ovb <l Onstop .V'DVD P UPstop .V'DVD < ack. u’ovp > ack. X _
n DVD Stop Interaction

(uovp , smallplay ) : uio < onin .vio » onin .vio < ack. uio » ack. X

. Coming Home Interaction
pvD , Smallpilay L7t pay <l Oneven .U'DAY D Oneven . U'DAY < ack. t'par > ack. X))

Evening Interaction

Priority Guard

LIGHT1 can execute the coming home interaction only if the
operator smallyiay in the priority guard is not executing at that time

/

20
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e
EPP with Priority

m Several examples of interactions

[ Based the equivalence of global and local

descriptions
EPP fits with the descriptions with priority

21



e
EPP with Priority

m Several examples of interactions

[ Based the equivalence of global and local

descriptions
EPP fits with the descriptions with priority

[ Each step of the global description corresponds to that of the
local descriptions derived from the global descriptions

@?#%'r.%%ffy“pt'on} =3 @?ﬁ%‘&?ﬁ@r'ptm“}

/.EP..\ /.EP_.\
with priorit with priorit

Local Description Local Description + Local Description Local Description
with priority with priority with priority with priority
Local Description Local Description
K with priority with priority
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/
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Remarks

* Fine-grained controls by communication with priority

 EPP as a foundation for compositional development
for distributed systems

* Application to home appliance network with priority

* Global description is simple (Guraded/Regular)

22
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Future Directions

 Timed process calculi with EPP

e Application to larger examples
(Automotive software)

e General theory of EPP with time/priority

e Interrupts / Exceptions
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