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In a way not seen since Gutenberg’s printing press that
ended the Dark Ages and ignited the Renaissance,
the microchip is an epochal technology with unimag-

inably far-reaching economic, social, and political
consequences.

— Michael Rothschild

Johann Gutenberg (1398 - 1468)
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The Pace of Change
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1940s: First computer was built.

1956: First hard-drive disk weighed a ton and stored five megabytes.

1991: Space shuttle had a one-megahertz computer. Ten years later, some automobiles had
100-megahertz computers. Speeds of several gigahertz are now common.
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Change and Unexpected Developments
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It is precisely this unique human capacity to transcend the present, to live one’s life by
purposes stretching into the future — to live not at the mercy of the world, but as a

builder and designer of that world — that is the distinction between human and animal
behavior, or between the human being and the machine.

— Betty Friedan
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Change: Cell Phone
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Relatively few in 1990s. Approximately five billion worldwide in
2011.

Used for conversations and messaging, but also for:

® taking and sharing pictures
® downloading music and watching videos
® checking email and playing games

® banking and managing investments
® finding maps

Smartphone apps for many tasks, including:

® monitoring diabetes

® |ocating water in remote areas

«40>» «F»r» «E)» <

it
v
it

APAN G4



Unexpected: Cell Phone

Location tracking raises privacy concerns.

Cameras in cell phones affect privacy in public and non-public
places.

Cell phones can interfere with solitude, quiet and concentration.

Talking on cell phones while driving is dangerous.

Other unanticipated negative applications: teenagers sexting,
terrorists detonating bombs, rioters organizing looting parties.
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Kill Switches
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Allow a remote entity to disable applications and delete files.

Are in operating systems for smartphones, tablets and some computers

Used mainly for security, but raise concerns about user autonomy.
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Change and Unexpected Developments

3
SHANGHALI JIAO TONG
{% %4 UNIVERSITY

of our fellow human beings. Is this progress?

While all this razzle-dazzle connects us electronically, it disconnects us from each other,
having us “interfacing” more with computers and TV screens than looking in the face
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Change: Social Networking z;:;sg;;;\;g'mm

First online social networking site was www.classmates.com in 1995.
Founded in 2003, Myspace had roughly 100 million member profiles by 2006.

Facebook was started at Harvard as an online version of student directories.

Social networking is popular with hundreds of millions of people because of the ease with which they
can share aspects of their lives.
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Social Networking
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Businesses connect with customers.

Organizations seek donations.

Groups organize volunteers.

Protesters organize demonstrations and revolutions.

Individuals pool resources through “crowd funding”.
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Unexpected: Social Networking
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Stalkers and bullies stalk and bully.
Lawyers weibo about court cases during trials.

Socialbots simulate humans.
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Unexpected: Social Networking
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Stalkers and bullies stalk and bully.
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Lawyers weibo about court cases during trials.

Socialbots simulate humans.

The message function of more than 1000 weibo users was banned.
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Unexpected: Social Networking
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Unexpected: Social Networking
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Communication and the Web
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In the 1980s, email messages were short and contained only text.
now preferred.

People worldwide still use email, but texting, QQ, wechat, weibo, tiktok, and other social media are
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Unexpected: Communication and the Web
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Weibo/tiktok began as outlets for amateurs wanting to express ideas, but they have become significant
source of news and entertainment.

Inexpensive video cameras and video-manipulation tools have resulted in a burst of amateur videos.

Many videos on the Web can infringe copyrights owned by entertainment companies.
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Technology Challenges
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Old problems in a new context: crime, pornography, violent fiction.

Adapting to new technology: thinking in a new way.

Varied sources of solutions to problems: natural part of change and life

Global reach of Net: ease of communication with distant countries.
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Technology Challenges

ﬁ“
f{ SHANGHAI JIAO TONG
k %4 UNIVERSITY

Trade-offs and controversy: Increasing security means reducing convenience.
Perfection is a direction, not an option.

There is a difference between personal choices, business policies, and law.
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Ethics
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Honesty is the best policy.
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Look Up from the Technology
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Sometimes, we discuss issues and problems related to computer technology from a somewhat detached
perspective.

We see how a new technology can create new risks and how social and legal institutions continually
adapt.

Technology is not an immutable force, outside of human control.

People make decisions about what technologies and products to develop and how to use them.

People make decisions about when a product is safe to release.
People make decisions about access to and use of personal information.

People make laws and set rules and standards.
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A Variety of Problems
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A Variety of Problems
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Should you download movies from unauthorized websites?

SHANGHAI JIAO TONG
UNIVERSITY

«0O)>» «F»

DA



A Variety of Problems
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Should you download movies from unauthorized websites?
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Should you talk on your cellphone while driving on a freeway?
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A Variety of Problems
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Should you talk on your cellphone while driving on a freeway?

Should you install robotic equipment in your new factory instead of hiring human workers?
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A Variety of Problems
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Should you download movies from unauthorized websites?
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Should you talk on your cellphone while driving on a freeway?

Should you install robotic equipment in your new factory instead of hiring human workers?
list?

Should you warn potential customers that the smartphone app you sell needs to access their contact
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A Variety of Problems
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Should you download movies from unauthorized websites?
Should you talk on your cellphone while driving on a freeway?
Should you install robotic equipment in your new factory instead of hiring human workers?

Should you warn potential customers that the smartphone app you sell needs to access their contact
list?

Should you fire an employee who is criticizing your business in social media?
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A Variety of Problems
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Should you download movies from unauthorized websites?
Should you talk on your cellphone while driving on a freeway?
Should you install robotic equipment in your new factory instead of hiring human workers?

Should you warn potential customers that the smartphone app you sell needs to access their contact
list?

Should you fire an employee who is criticizing your business in social media?

What information should you allow advertisers and other trackers to collect from visitors to the website
you run?
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A Variety of Problems
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Should you download movies from unauthorized websites?
Should you talk on your cellphone while driving on a freeway?
Should you install robotic equipment in your new factory instead of hiring human workers?

Should you warn potential customers that the smartphone app you sell needs to access their contact
list?

Should you fire an employee who is criticizing your business in social media?

What information should you allow advertisers and other trackers to collect from visitors to the website
you run?

Someone sent you the contents of a teacher's email account; should you post it on the Web?
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Is It Right to...
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All these problems can be restated the problem as a question in the form Is it right to=*-?
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Is It Right to...

)

SHANGHAI JIAO TONG
Eﬁ% <7 UNIVERSITY

All these problems can be restated the problem as a question in the form Is it right to=*-?
e.g.,

Is it right to make a significant change in your company’s privacy policy without giving customers or
members advance notice?
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What is Ethics
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Study of what it means to do the right thing.
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What is Ethics
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Study of what it means to do the right thing.

Assumes people are rational and make free choices.

«0O)>» «F»

DA



What is Ethics
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Study of what it means to do the right thing.

Assumes people are rational and make free choices.

Rules to follow in our interactions and our actions that affect others
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What is Ethics
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Study of what it means to do the right thing.
Assumes people are rational and make free choices.

Rules to follow in our interactions and our actions that affect others.

Most ethical theories attempt to achieve the same goal: to enhance human dignity, peace, happiness,
and well-being.
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A Variety of Ethical Views
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decide what is ethical in specific cases.

There are many different theories about how to establish a firm justification for the rules and how to

«0O)>» «F»

DA



A Variety of Ethical Views @G
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There are many different theories about how to establish a firm justification for the rules and how to
decide what is ethical in specific cases.

Deontological (or nonconsequentialist) theories: view certain acts as good or bad because of some
intrinsic aspect of the action.

Consequentialist theories: view acts as good or bad because of their consequences.
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A Variety of Ethical Views
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particular cases.

Emphasize duty and absolute rules, to be followed whether they lead to good or ill consequences in
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Deontological theories (X 55i£)
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Emphasize duty and absolute rules, to be followed whether they lead to good or ill consequences in
particular cases.

One example is: do not lie. An act is ethical if it complies with ethical rules and you chose it for that
reason.
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Deontological theories
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Immanuel Kant
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Deontological theories
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Universality: We should follow rules of behavior that we can
universally apply to everyone.

Immanuel Kant
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Deontological theories
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Universality: We should follow rules of behavior that we can
universally apply to everyone.

Logic: Logic or reason determines rules of ethical behavior, that
actions are intrinsically good because they follow from logic.

Immanuel Kant
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Deontological theories
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Universality: We should follow rules of behavior that we can
universally apply to everyone.

Logic: Logic or reason determines rules of ethical behavior, that
actions are intrinsically good because they follow from logic.

Immanuel Kant

Interacting with other people: One must never treat people as

merely means to ends, but rather as ends in themselves.
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An Example
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If a person is looking for someone he intends to murder, and he asks you where the intended victim is,
it is wrong for you to lie to protect the victim.

)
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Utilitarianism (Zh#E X)
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John Stuart Mill
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Utilitarianism (Zh#E X)
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Utilitarianism is the main example of a consequentialist
theory.

John Stuart Mill
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Utilitarianism (Zh#E X)
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Utilitarianism is the main example of a consequentialist
theory.

Its guiding principle is to increase happiness, or utility.

John Stuart Mill
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Utilitarianism (ThFlE X)
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Utilitarianism is the main example of a consequentialist
theory.

A person’s utility is what satisfies the person's needs and
values.

Its guiding principle is to increase happiness, or utility.

John Stuart Mill
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Utilitarianism (ThFlE X)
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Utilitarianism is the main example of a consequentialist
theory.

A person’s utility is what satisfies the person's needs and
values.

Its guiding principle is to increase happiness, or utility.

John Stuart Mill

An action might decrease utility for some people and
increase it for others.

«O>» «F»r» «

it
v
a
it

DA



Utilitarianism (ThFlE X)

John Stuart Mill
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Utilitarianism is the main example of a consequentialist
theory.

Its guiding principle is to increase happiness, or utility.

A person’s utility is what satisfies the person's needs and
values.

An action might decrease utility for some people and
increase it for others.

An act is right if it tends to increase aggregate utility and
wrong if it tends to decrease it.
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Variations of Utilitarianism

)
SHANGHAI JIAO TONG
Eﬁ% = UNIVERSITY

Act utilitarianism: The utilitarian principle applies to individual actions. For each action, we consider
the impact on utility and judge the action by its net impact.
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Variations of Utilitarianism @) ssmprorore

Act utilitarianism: The utilitarian principle applies to individual actions. For each action, we consider
the impact on utility and judge the action by its net impact.

Rule utilitarianism: applies the utility principle not to individual actions but to general ethical rules.

Generally, a utilitarian would be more comfortable than a deontologist breaking a rule in circumstances
where doing so would have good consequences.
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Problems of Utilitarianism
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It might be difficult or impossible to determine all the consequences of an act.

«0O)>» «F»

DA



Problems of Utilitarianism
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It might be difficult or impossible to determine all the consequences of an act.
choose themselves?

What we believe will, or should, contribute to the happiness of the people affected, or what they
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It might be difficult or impossible to determine all the consequences of an act.

What we believe will, or should, contribute to the happiness of the people affected, or what they
choose themselves?

How do we quantify happiness in order to make comparisons among many people?
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Problems of Utilitarianism SHANGHAI JIAO TONG

It might be difficult or impossible to determine all the consequences of an act.

What we believe will, or should, contribute to the happiness of the people affected, or what they
choose themselves?

How do we quantify happiness in order to make comparisons among many people?

Should we weigh a thief's gain of utility equal to the victim's loss?
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Problems of Utilitarianism K SHANGHAL JIAOTONG

It might be difficult or impossible to determine all the consequences of an act.

What we believe will, or should, contribute to the happiness of the people affected, or what they
choose themselves?

How do we quantify happiness in order to make comparisons among many people?
Should we weigh a thief's gain of utility equal to the victim's loss?

How can we measure the utility of freedom?
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An Example
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members would maximize utility in a community.

Killing one innocent person (perhaps to distribute his or her organs to several people who will die
without transplants) or taking all of a person’s property and redistributing it to other community
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Utilitarianism in Al

input layer
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Let people make their own decisions.
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Natural Rights (B 3#F))
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Let people make their own decisions.

Define a sphere of freedom in which people can act according to their own judgment, without coercive
humanity in general.

interference by others, even others who think they are doing what is best for the people involved or for
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Let people make their own decisions.

Define a sphere of freedom in which people can act according to their own judgment, without coercive
humanity in general.

interference by others, even others who think they are doing what is best for the people involved or for

Respect a set of fundamental rights of others, including the rights to life, liberty, and property.
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Natural Rights

John Locke
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Natural Rights

John Locke
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We each have an exclusive right to ourselves, our labor,
and to what we produce with our labor.

We create or obtain by mixing our labor with natural
resources.

He saw protection of private property as a moral rule.

If there is no protection for property, then the person who
invents a new tool would be loath to show it to others or
use it in their view, as they might take it.

Respect for the rights to life, liberty, and property implies

ethical rules against killing, stealing, deception, and
coercion.
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Negative and Positive Rights, or Liberties and Claim Rights
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When people speak of rights, they are often speaking about two quite different kinds of rights, negative
and positive rights. The terms liberties and claim rights are more descriptive of the distinction.
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Negative Rights, or Liberties

Rights to act without interference.
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Negative Rights, or Liberties

Rights to act without interference.
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acting.

The only obligation negative rights impose on other people is that they may not prevent you from
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The only obligation negative rights impose on other people
acting.

® right to life,

is that they may not prevent you from
® right to be free from assault,
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The only obligation negative rights impose on other people
acting.

® right to life,

is that they may not prevent you from
® right to be free from assault,

® right to use your property,
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Rights to act without interference.

The only obligation negative rights impose on other people is that they may not prevent you from
acting.
® right to life,

® right to be free from assault,

® right to use your property,

right to use your labor, skills, and mind to create goods and services and to trade with other
people in voluntary exchanges.
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Rights to act without interference.

The only obligation negative rights impose on other people is that they may not prevent you from
acting.

® right to life,

® right to be free from assault,

® right to use your property,

® right to use your labor, skills, and mind to create goods and services and to trade with other

people in voluntary exchanges.

life, liberty, and the pursuit of happiness —-Declaration of Independence
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Rights to act without interference.
The only obligation negative rights impose on other people is that they may not prevent you from
acting.

® right to life,

® right to be free from assault,

® right to use your property,

® right to use your labor, skills, and mind to create goods and services and to trade with other
people in voluntary exchanges.
life, liberty, and the pursuit of happiness —-Declaration of Independence

Q: The right to access the Internet?
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Positive Rights, or Claim Rights
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Impose an obligation on some people to provide certain things for others.

A positive right to a job means that someone must hire you regardless of whether anyone voluntarily

chooses to do so, or that it is obligatory for the government to set up job programs for people who are
out of work.
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Impose an obligation on some people to provide certain things for others.

A positive right to a job means that someone must hire you regardless of whether anyone voluntarily

chooses to do so, or that it is obligatory for the government to set up job programs for people who are
out of work.

A positive right to life means that some people are obligated to pay for food or medical care for others
who cannot pay for them.
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Impose an obligation on some people to provide certain things for others.

A positive right to a job means that someone must hire you regardless of whether anyone voluntarily

chooses to do so, or that it is obligatory for the government to set up job programs for people who are
out of work.

A positive right to life means that some people are obligated to pay for food or medical care for others

who cannot pay for them.

Q: How about access to the Internet, as a claim right?

«O0>» «F» «E» «

it
v
it

DA



Conflict of Rights

ﬁ“
f{ SHANGHAI JIAO TONG
k %4 UNIVERSITY

Negative rights and positive rights often conflict.
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Negative rights and positive rights often conflict.

Point 1: Society must devise social and legal mechanisms to ensure that everyone has his or her claim
rights satisfied, even if that means diminishing the liberties of some.
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Negative rights and positive rights often conflict.

Point 1: Society must devise social and legal mechanisms to ensure that everyone has his or her claim
rights satisfied, even if that means diminishing the liberties of some.

Point 2: There can be no (or very few) positive rights, because it is impossible to enforce claim rights
for some people without violating the liberties of others.
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Negative rights and positive rights often conflict.

Point 1: Society must devise social and legal mechanisms to ensure that everyone has his or her claim
rights satisfied, even if that means diminishing the liberties of some.

Point 2: There can be no (or very few) positive rights, because it is impossible to enforce claim rights
for some people without violating the liberties of others.

Although we will not solve the disagreement about which kind of right is more important, we can
sometimes clarify the issues in a debate by clarifying which kind of right we are discussing.
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The Bible and Confucius tell us to treat others as we would want them to treat us.
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The Bible and Confucius tell us to treat others as we would want them to treat us.

It tells us to consider an ethical choice we are making from the perspective of the people it affects.
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The Bible and Confucius tell us to treat others as we would want them to treat us.

It tells us to consider an ethical choice we are making from the perspective of the people it affects.

We want people to recognize us as individuals and to respect our choices. Thus, we should respect
theirs.
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A Variety of Ethical Views
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No simple answers

® Human behavior and real human situations are complex. There are often trade-offs to consider.
® Ethical theories help to identify important principles or guidelines.
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No simple answers
® Human behavior and real human situations are complex. There are often trade-offs to consider
® Ethical theories help to identify important principles or guidelines.

Do organizations have ethics?

® Ultimately, it is individuals who are making decisions and taking actions. We can hold both the
individuals and the organization responsible for their acts.
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In situations with ethical dilemmas, there are often many options that are ethically acceptable, with no
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specific one ethically required.

In situations with ethical dilemmas, there are often many options that are ethically acceptable, with no
Better to think of acts as
® Ethically obligatory

® Ethically prohibited
® Ethically acceptable

Many actions might be virtuous and desirable but not obligatory



Wrong and Harm
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Carelessly and needlessly causing harm is wrong, but it is important to remember that harm alone is
not a sufficient criterion to determine that an act is unethical.
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Carelessly and needlessly causing harm is wrong, but it is important to remember that harm alone is
not a sufficient criterion to determine that an act is unethical.

Many ethical, even admirable acts can make other people worse off.
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Carelessly and needlessly causing harm is wrong, but it is important to remember that harm alone is
not a sufficient criterion to determine that an act is unethical.

Many ethical, even admirable acts can make other people worse off.

There can be wrong when there is no harm.
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Our personal goals might include financial success and finding an attractive mate.
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Our personal goals might include financial success and finding an attractive mate.

Working hard, investing wisely, and being an interesting and decent person can achieve these goals.
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Our personal goals might include financial success and finding an attractive mate.

Working hard, investing wisely, and being an interesting and decent person can achieve these goals.

Ethically unacceptable actions, such as stealing and lying, might achieve them too.
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Our personal goals might include financial success and finding an attractive mate.

Working hard, investing wisely, and being an interesting and decent person can achieve these goals.

Ethically unacceptable actions, such as stealing and lying, might achieve them too.

Ethics tells us what actions are acceptable or unacceptable in our attempts to achieve the goals.
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It is difficult to draw a line between what we consider ethically right or wrong and what we personally
approve or disapprove of.

Suppose you get a job offer from a company whose products you do not like. You may decline the job
and say you are doing so on ethical grounds.
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Personal Preference and Ethics
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It is difficult to draw a line between what we consider ethically right or wrong and what we personally
approve or disapprove of.

Suppose you get a job offer from a company whose products you do not like. You may decline the job
and say you are doing so on ethical grounds.

When discussing political or social issues, people frequently argue that their position is right in a moral
or an ethical sense or that an opponent’s position is morally wrong or unethical.
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Personal Preference and Ethics
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It is difficult to draw a line between what we consider ethically right or wrong and what we personally
approve or disapprove of.

Suppose you get a job offer from a company whose products you do not like. You may decline the job
and say you are doing so on ethical grounds.

When discussing political or social issues, people frequently argue that their position is right in a moral
or an ethical sense or that an opponent’s position is morally wrong or unethical.

It is a good idea to try to distinguish between actions we find distasteful, rude, risky, or ill-advised and
actions that we can argue convincingly are ethically wrong.
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Law and Ethics

John Fletcher Moulton (Lord Moulton)
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Between ‘can do’ and ‘may do' ought to exist the whole
realm which recognizes the sway of duty, fairness,

sympathy, taste, and all the other things that make life
beautiful and society possible.
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What is the connection between law and ethics? Sometimes very little.
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What is the connection between law and ethics? Sometimes very little.
Some laws enforce ethical rules.
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What is the connection between law and ethics? Sometimes very little.
Some laws enforce ethical rules.

Another category of laws establishes conventions for business or other activities.
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What is the connection between law and ethics? Sometimes very little.

Some laws enforce ethical rules.

Another category of laws establishes conventions for business or other activities.

Unfortunately, many laws fall into a category that is not intended to implement ethical rules—or even
be consistent with them.
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