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The Challenge of Ethics

Developing low cost computer controlled motor.

Could revolutionize the small motor industry.

If quality standards are met, motor is not powerful.

Management directs team to modify the software:

• When tested, air filter is fully engaged

• Otherwise the air filter is disengaged
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The Challenge of Ethics

What would you do as a software engineer in this company?

• Leak the information to the local news because this illegal activity cannot continue!

• Talk with various levels of management and try to change the decision.

If that fails, go to the local news.

• Talk with various levels of management and try to change the decision.

If that fails, at least you tried.

• Go along with management’s decision because it seemed like the other engineers were fine with it,

so it must be okay.

• Go along with the directive because you didn’t like the air quality standards anyway. They were

too strict.
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Volkswagen Defeat Device

New diesel engine could not meet U.S. EPA and European air quality standards and customer

performance expectations.

Software detected when car was in emissions testing

• Engaged the normal emissions control system.

• At other times the emissions control system was disabled
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Volkswagen Defeat Device

At first, Volkswagen blamed “rogue” software engineers

Audi’s new diesel engine could not meet emission standards and consumer performance expectations at

the same time so they developed the defeat device.

Volkswagen engineers went to them for advice on a new VW engine.

Porsche engineers went to VW engineers for advice a new Porsche engine.
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Volkswagen Defeat Device

First cars with device were 2009 models

• Almost 500,000 sold with device

Device software was enhanced over time.

Thousands of cars were “fixed” with only a software patch.

Q: When these same situations happen to you, how will you prevent yourself from making the same

decision as the Volkswagen engineers?

Q: How secure would you feel using a self-driving car from Volkswagen?
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Professional Ethics

Professional ethics includes relationships with and responsibilities toward customers, clients, coworkers,

employees, employers, others who use one’s products and services, and others whom they affect.

A professional has a responsibility to act ethically. Many professions have a code of ethics that

professionals are expected to abide by

• Medical doctors

• Lawyers and judges

• Accountants
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Professional Ethics

There are special aspects to making ethical decisions in a professional context.

Honesty is one of the most fundamental ethical values; however, many ethical problems are more

subtle than the choice of being honest or dishonest.

Some ethical issues are controversial.
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Special Aspects of Professional Ethics

A professional is an expert in a field.

Customers rely on the knowledge, expertise, and honesty of the professional.

The work of many professionals profoundly affect large numbers of people, some indirectly.

Professionals must maintain up to date skills and knowledge.
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Professional Codes of Ethics

Provide a general statement of ethical values.

Remind people in the profession that ethical behavior is an essential part of their job.

Provide guidance for new or young members.
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Professional Codes of Ethics in Software Engineering

There are several organizations for the range of professions included in the general term computer

professional.

The main ones are the ACM (Association for Computing Machinery) and the IEEE (Institute for

Electrical and Electronics Engineers) Computer Society.

They developed the Software Engineering Code of Ethics and Professional Practice (adopted jointly by

the ACM and IEEE CS) and the ACM Code of Ethics and Professional Conduct.

13/62



Professional Codes of Ethics in Software Engineering

Code

Ethics
Don Gotterbarn, Keith Miller, 

and Simon Rogersonof

Software 
Engineering

T
he Board of Governors of
the IEEE Computer Soci-
ety established a steering
committee in May 1993
for evaluating, planning,
and coordinating actions
related to establishing
software engineering as a
profession. In that same
year the ACM Council

endorsed the establishment of a Commission on Soft-
ware Engineering. By January 1994, both societies
formed a joint steering committee “to establish the
appropriate set(s) of standards for professional prac-
tice of software engineering upon which industrial
decisions, professional certification, and educational
curricula can be based.” To accomplish these tasks
they made the following recommendations:

ACM and the 
IEEE Computer Society 
join forces to create a 

code of professional practices
within our industry. 
Now, we ask for your 

comments.
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ACM Code of Ethics and Professional Conduct 

Preamble 

Computing professionals' actions change the world. To act responsibly, they should reflect upon 

the wider impacts of their work, consistently supporting the public good. The ACM Code of 

Ethics and Professional Conduct ("the Code") expresses the conscience of the profession. 

The Code is designed to inspire and guide the ethical conduct of all computing professionals, 

including current and aspiring practitioners, instructors, students, influencers, and anyone who 

uses computing technology in an impactful way. Additionally, the Code serves as a basis for 

remediation when violations occur. The Code includes principles formulated as statements of 

responsibility, based on the understanding that the public good is always the primary 

consideration. Each principle is supplemented by guidelines, which provide explanations to 

assist computing professionals in understanding and applying the principle. 

Section 1 outlines fundamental ethical principles that form the basis for the remainder of the 

Code. Section 2 addresses additional, more specific considerations of professional 

responsibility. Section 3 guides individuals who have a leadership role, whether in the workplace 

or in a volunteer professional capacity. Commitment to ethical conduct is required of every ACM 

member, and principles involving compliance with the Code are given in Section 4. 

The Code as a whole is concerned with how fundamental ethical principles apply to a computing 

professional's conduct. The Code is not an algorithm for solving ethical problems; rather it 

serves as a basis for ethical decision-making. When thinking through a particular issue, a 

computing professional may find that multiple principles should be taken into account, and that 

different principles will have different relevance to the issue. Questions related to these kinds of 

issues can best be answered by thoughtful consideration of the fundamental ethical principles, 

understanding that the public good is the paramount consideration. The entire computing 

profession benefits when the ethical decision-making process is accountable to and transparent 

to all stakeholders. Open discussions about ethical issues promote this accountability and 

transparency. 

1. GENERAL ETHICAL PRINCIPLES. 

A computing professional should... 

14/62



Professional Codes of Ethics in Software Engineering

The codes emphasize the basic ethical values of honesty and fairness.

They cover many aspects of professional behavior, including

• the responsibility to respect confidentiality,

• maintain professional competence,

• be aware of relevant laws, and

• honor contracts and agreements.

They stress the responsibility to respect and protect privacy, to avoid harm to others, and to respect

property rights.
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Guidelines and Professional Responsibilities

Understand what success means.

Include users (such as medical staff, technicians, pilots, office workers) in the design and testing stages

to provide safe and useful systems.

Do a thorough, careful job when planning and scheduling a project and when writing bids or contracts.

Design for real users.
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Software Engineering Code of Ethics and Professional Practice

Code
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Don Gotterbarn, Keith Miller, 

and Simon Rogersonof
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Eight Principles

PUBLIC: Software engineers shall act consistently with the public interest.

CLIENT AND EMPLOYER: Software engineers shall act in a manner that is in the best interests of

their client and employer consistent with the public interest.

PRODUCT: Software engineers shall ensure that their products and related modifications meet the

highest professional standards possible.

JUDGMENT: Software engineers shall maintain integrity and independence in their professional

judgment.
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Eight Principles (Con’t)

MANAGEMENT: Software engineering managers and leaders shall subscribe to and promote an ethical

approach to the management of software development and maintenance.

PROFESSION: Software engineers shall advance the integrity and reputation of the profession

consistent with the public interest.

COLLEAGUES: Software engineers shall be fair to and supportive of their colleagues.

SELF: Software engineers shall participate in lifelong learning regarding the practice of their profession

and shall promote an ethical approach to the practice of the profession.

19/62



Eight Principles (Con’t)

MANAGEMENT: Software engineering managers and leaders shall subscribe to and promote an ethical

approach to the management of software development and maintenance.

PROFESSION: Software engineers shall advance the integrity and reputation of the profession

consistent with the public interest.

COLLEAGUES: Software engineers shall be fair to and supportive of their colleagues.

SELF: Software engineers shall participate in lifelong learning regarding the practice of their profession

and shall promote an ethical approach to the practice of the profession.

19/62



Eight Principles (Con’t)

MANAGEMENT: Software engineering managers and leaders shall subscribe to and promote an ethical

approach to the management of software development and maintenance.

PROFESSION: Software engineers shall advance the integrity and reputation of the profession

consistent with the public interest.

COLLEAGUES: Software engineers shall be fair to and supportive of their colleagues.

SELF: Software engineers shall participate in lifelong learning regarding the practice of their profession

and shall promote an ethical approach to the practice of the profession.

19/62



Eight Principles (Con’t)

MANAGEMENT: Software engineering managers and leaders shall subscribe to and promote an ethical

approach to the management of software development and maintenance.

PROFESSION: Software engineers shall advance the integrity and reputation of the profession

consistent with the public interest.

COLLEAGUES: Software engineers shall be fair to and supportive of their colleagues.

SELF: Software engineers shall participate in lifelong learning regarding the practice of their profession

and shall promote an ethical approach to the practice of the profession.

19/62



ACM Code of Ethics and Professional Conduct
 

 

 

ACM Code of Ethics and Professional Conduct 

Preamble 

Computing professionals' actions change the world. To act responsibly, they should reflect upon 

the wider impacts of their work, consistently supporting the public good. The ACM Code of 

Ethics and Professional Conduct ("the Code") expresses the conscience of the profession. 

The Code is designed to inspire and guide the ethical conduct of all computing professionals, 

including current and aspiring practitioners, instructors, students, influencers, and anyone who 

uses computing technology in an impactful way. Additionally, the Code serves as a basis for 

remediation when violations occur. The Code includes principles formulated as statements of 

responsibility, based on the understanding that the public good is always the primary 

consideration. Each principle is supplemented by guidelines, which provide explanations to 

assist computing professionals in understanding and applying the principle. 

Section 1 outlines fundamental ethical principles that form the basis for the remainder of the 

Code. Section 2 addresses additional, more specific considerations of professional 

responsibility. Section 3 guides individuals who have a leadership role, whether in the workplace 

or in a volunteer professional capacity. Commitment to ethical conduct is required of every ACM 

member, and principles involving compliance with the Code are given in Section 4. 

The Code as a whole is concerned with how fundamental ethical principles apply to a computing 

professional's conduct. The Code is not an algorithm for solving ethical problems; rather it 

serves as a basis for ethical decision-making. When thinking through a particular issue, a 

computing professional may find that multiple principles should be taken into account, and that 

different principles will have different relevance to the issue. Questions related to these kinds of 

issues can best be answered by thoughtful consideration of the fundamental ethical principles, 

understanding that the public good is the paramount consideration. The entire computing 

profession benefits when the ethical decision-making process is accountable to and transparent 

to all stakeholders. Open discussions about ethical issues promote this accountability and 

transparency. 

1. GENERAL ETHICAL PRINCIPLES. 

A computing professional should... 

20/62



Seven Principles

Contribute to society and to human well-being, acknowledging that all people are stakeholders in

computing.

Avoid harm.

Be honest and trustworthy.

Be fair and take action not to discriminate.

Respect the work required to produce new ideas, inventions, creative works, and computing artifacts.

Respect privacy.

Honor confidentiality.
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Guidelines and Professional Responsibilities

Don’t assume existing software is safe or correct; review and test it.

Be open and honest about capabilities, safety, and limitations of software.

Require a convincing case for safety.

Pay attention to defaults.

Develop communication skills.
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Scenarios
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Introduction and Methodology

Brainstorming phase

• List all the people and organizations affected (the stakeholders)

• List risks, issues, problems, and consequences.

• List benefits. Identify who gets each benefit.

• In cases where there is no simple yes or no decision, but rather one has to choose some action, list

possible actions.
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Introduction and Methodology

Analysis phase

• Identify responsibilities of the decision maker.

• Identify rights of stakeholders.

• Consider the impact of the options on the stakeholders (consequences, risks, benefits, harms,

costs).

• Categorize each potential action as ethically obligatory, prohibited, or acceptable.

• When there are multiple options, select one, considering the ethical merits of each, courtesy to

others, practicality, self-interest, personal preferences, etc.
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Protecting Personal Data

Example 1

Your customer is a community clinic that works with families with problems of family violence. It has

three sites in the same city, including a shelter for battered women and children. The director wants a

computerized record and appointment system, networked for the three sites. She wants a few laptop

computers on which staffers can carry records when they visit clients at home and stay in touch with

clients by email. She asked about an app for staffers’ smartphones by which they could access records

at social service agencies. At the shelter, staffers use only first names for clients, but the records

contain last names and forwarding addresses of women who have recently left.
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Analysis of Example 1

The clinic director is likely to be aware of the sensitivity of the information in the records.

He knows that inappropriate release of information can result in embarrassment for families using the

clinic and physical harm to women who use the shelter.

But she might not be aware of the risks of the technologies in the system she wants.

You, as the computer professional, have specialized knowledge in this area.

The most difficult decision may be deciding what is adequate. There is not always a sharp, clear line

between sufficient and insufficient protection.
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Email System With Targeted Ads

Example 2

Your company is developing a free email service that will include targeted advertising based on the

content of the email messages (similar to Google’s Gmail). You are part of the team designing the

system. What are your ethical responsibilities?
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Analysis of Example 2

What data will the system store?

Telling customers that they will see ads based on the content of their email is not sufficient if the

system stores data that can link a list of ads with a particular user.

You must explain this to potential users in a privacy policy or user agreement.

Should the system let users turn off ads completely?

There is no strong argument that an opt-out option is ethically obligatory.

Offering it is admirable, however, and it could be a good business decision, creating good will and

attracting people who might then use other company services.
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Webcams in School Laptops

Example 3

As part of your responsibilities, you oversee the installation of software packages for large orders. A

recent order of laptops for a local school district requires webcam software to be loaded. You know

that this software allows for remote activation of the webcam.
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Analysis of Example 3

Is it your duty to know how your customers will use a product that you supply?

Should you inform them, caution them, even require them to take measures to protect the people who

will use the product?

Perhaps the most challenging questions for anyone doing business is to whom am I responsible?

The most obvious answer is the paying customer – in this case, the school district.

But as the ACM Code points out, our responsibilities go beyond customers, to employers, users and

the public.
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Publishing Security Vulnerabilities

Example 4

Three MIT students planned to present a paper at a security conference describing security

vulnerabilities in Boston’s transit fare system. At the request of the transit authority, a judge ordered

the students to cancel the presentation and not to distribute their research. The students are debating

whether they should circulate their paper on the Web. Imagine that you are one of the students.
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Analysis of Example 4

What are some reasons why you might want to circulate the paper?

• You might think the judge’s order violates your freedom of speech; posting the paper would be a

protest.

You might want to circulate the paper for the same reasons you planned to present it at a conference:

• to make other security experts aware of the problems,

• to generate work on a security patch,

• to spur the transit authority to fix the problems.

Publishing the vulnerabilities has several risks.

• The transit system could lose a substantial amount of money if people exploit the information.

• You and your co-authors could face legal action for violating the order.

• The university could face negative consequences because the work was part of a school project.
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Specifications

Example 5

You are a relatively junior programmer working on modules that collect data from loan application

forms and convert them to formats required by the parts of the program that evaluate the applications.

You find that some demographic data are missing from some forms, particularly race and age. What

should your program do? What should you do?
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Analysis of Example 5

Consult the specifications for the program.

Any project should have specification documents approved by the client or managers of the company

developing the project (or both).

Your company has an ethical and business obligation to ensure that the specifications are complete and

to produce a program that meets them.

Ethical reasons for this include, but go beyond, doing what the company has agreed to do and has

been paid to do.
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Analysis of Example 5

Suppose you do not find anything in the specs that covers your problem. The next step is to bring the

problem to the attention of your manager.

Any changes to specifications must be made in consultation with the client. Decisions about how a

program handles unusual situations might have serious consequences.

All changes to specifications must be documented.

36/62



Schedule Pressures - Safety-critical

Example 6

Your team is working on a computer-controlled device for treating cancerous tumors. The computer

controls direction, intensity, and timing of a beam that destroys the tumor. Various delays have put

the project behind schedule, and the deadline is approaching. There will not be time to complete all

the planned testing. The system has been functioning properly in the routine treatment scenarios

tested so far. You are the project manager, and you are considering whether to deliver the system on

time, while continuing testing and making patches if the team finds bugs.
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Analysis of Example 6

The central issue here is safety. Your company is building a machine designed to save lives, but if it

malfunctions, it can kill or injure patients.

Who does your decision affect?

• First, the patients. A malfunction would cause injury or death.

• On the other hand, delay might cause some patients to die whose cancer might have been cured

by the treatment.

Should the interests of those who might benefit bear equal weight with those of the patients whom a

malfunction might harm? Not necessarily.
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Analysis of Example 6

The issue is not simply profits versus safety.

It is human nature to put more weight on short-term and/or highly likely effects.

What about your responsibility to your company?

You do have a responsibility to help your company be successful, but your responsibility to the financial

success of the company is secondary to ethical constraints.

Avoiding unreasonable risk of harm to patients is an ethical constraint.
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Schedule Pressures - Product to Market

Example 7

You are a programmer working for a very small start-up company. The company has a modest product

line and is now developing a truly innovative new product. Everyone is working 60-hour weeks and the

target release date is nine months away. The bulk of the programming and testing is done. You are

about to begin the beta testing. The owner of the company (who is not a programmer) has learned

about an annual industry show that would be ideal for introducing the new product. The show is in

two months. The owner talks with the project manager. They decide to skip the beta testing and start

making plans for an early release.
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Analysis of Example 7

Should you protest? Should you say nothing, speak up, or quit?

You might be the only one who recognizes the problem or understands a particular situation. Your

responsibilities to your company include applying your knowledge and skill to help avoid a bad decision.
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Software License Violation

Example 8

Your company has 25 licenses for a computer program, but you discover that it has been copied onto

80 computers.
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Analysis of Example 8

The first step here is to inform your supervisor that the copies violate the license agreement.

Suppose the supervisor is not willing to take any action? What next?

What if you bring the problem to the attention of higher-level people in the company and no one cares?

There are several possible actions:

• Give up; you did your best to correct the problem.

• Call the software vendor and report the offense.

• Quit your job.

Suppose you signed the license agreements. You could be exposed to legal risk, or unethical managers

in your company could make you a scapegoat.
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Going Public

Example 9

Suppose you are a member of a team working on a computer-controlled crash avoidance system for

automobiles. You think the system has a flaw that could endanger people. The project manager does

not seem concerned and expects to announce completion of the project soon. Do you have an ethical

obligation to do something?

44/62



Analysis of Example 9

First, at a minimum, discuss your concerns with the project manager. Voicing your concerns is

admirable and obligatory. It is also good for your company.

Internal “whistleblowing” can help protect the company, as well as the public, from all the negative

consequences of releasing a dangerous product.

If the manager decides to proceed as planned with no examination of the problem, your next option is

to go to someone higher up in the company.

If no one with authority in the company is willing to investigate your concerns, you have a more

difficult dilemma.
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Analysis of Example 9

You now have the option of going outside the company to the customer, to the news media, or to a

government agency.

You must consider whether you are confident that you have the expertise to assess the risk.

Mistaken public whistleblowing can itself cause serious harm. It might help to discuss the problem with

other professionals.

It is important, for practical and ethical reasons, to keep a complete and accurate record of your

attempts to bring attention to the problem and the responses from the people you approach.
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Release of Personal Information

Example 10

You work for a movie-rental company, or an Internet service provider. Someone asks you to get a copy

of records about a particular person. He will pay you $500.

You know another employee sells records with people’s personal information.
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Analysis of Example 10

With the first scenario, you have many alternative actions open to you:

• Sell the records.

• Refuse and say nothing about the incident.

• Refuse and report the incident to your supervisor.

• Refuse and report to the police.

• Contact the person whose information the briber wants and tell him or her of the incident.

• Agree to sell the information, but actually work with the police to collect evidence to convict the

person trying to buy it.

The first option is clearly wrong. Depending upon company policies (and laws related to certain

government agencies), you might be obligated to report any attempt to gain access to the records.

It is difficult to decide how much you must do to prevent a wrong thing from happening if you are not

participating in the wrong act.

48/62



Conflict of Interest

Example 11

You have a small consulting business. The CyberStuff company plans to buy software to run a cloud

data-storage business. CyberStuff wants to hire you to evaluate bids from vendors. Your spouse works

for NetWorkx and did most of the work in writing the bid that NetWorkx plans to submit. You read

the bid while your spouse was working on it and you think it is excellent. Do you tell CyberStuff about

your spouse’s connection with NetWorkx?
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Analysis of Example 11

Is this a simple choice between saying nothing and getting the consulting job or disclosing your

connection and losing the job?

The affected parties are the CyberStuff company, yourself, your spouse, your spouse’s company, other

companies whose bids you will be reviewing, and future customers of CyberStuff’s cloud storage

services.

If CyberStuff discovers the conflict of interest later, your reputation for honesty will suffer.

The reputation of your spouse’s company could also suffer. The appearance of bias can be as

damaging (to you and to Networkx) as actual bias.
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Analysis of Example 11

Suppose you take the job and find that one of the other bids is much better than the bid from

NetWorkx. Are you prepared to handle that situation ethically?

What are the consequences of disclosing the conflict of interest to the client now? You will probably

lose this particular job, but CyberStuff might value your honesty more highly, and you might get more

business in the future.

When someone hires you as a consultant, they expect you to offer unbiased, honest, impartial,

professional advice.

In spite of your belief in your impartiality, you could be unintentionally biased. It’s not up to you to

make the decision about whether you can be fair. The client should make that decision.
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Kickbacks and Disclosure

Example 12

You are an administrator at a major university. Your department selects a few brands of security

software to recommend to students for their desktop computers, laptops, tablets, and other devices.

One of the companies whose software you will evaluate takes you out to dinner, gives you free software

(in addition to the security software), offers to pay your expenses to attend a professional conference

on computer security, and offers to give the university a percentage of the price for every student who

buys its security package.
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Analysis of Example 12

Does your employer have a policy about accepting gifts from vendors?

People want to know when a recommendation represents an honest opinion and when someone is

paying for it.

Disclosure is a key point.
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A Test Plan

Example 13

A team of programmers is developing a communications system for firefighters to use when fighting a

fire. Firefighters will be able to communicate with each other, with supervisors near the scene, and with

other emergency personnel. The programmers will test the system in a field near the company office.

54/62



Analysis of Example 13

Testing should involve real firefighters in the field.

Testing must address issues such as:

• Will the devices withstand heat, water, and soot?

• Can someone manipulate the controls wearing heavy gloves?

• Are the controls clear and easy to use in poor light conditions?

• Will a building’s structure interfere with the signal?
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Artificial Intelligence and Sentencing

Example 14

You are part of a team developing a sophisticated program using artificial intelligence techniques to

help judges make sentencing decisions for convicted criminals.

Suppose judges in your state use a sentencing decision system that displays similar cases for the judge

to view. You are a programmer working for your state government. Your state has just made it a

criminal offense to use a cellphone while taking a college exam. Your boss, a justice department

administrator, tells you to modify the program to add this new category of crime and assign the same

relevancy weights to cases as the program currently does for using a cellphone while driving a car.
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Analysis of Example 14

Some argue that software might be more fair than a judge influenced by personal impressions and

biases.

The system will analyze the characteristics of the crime and the criminal to find other cases that are

similar.

Based on its analysis of cases,

• should it then make a recommendation for the sentence in the current case?

• Or should it simply display similar cases, more or less as a search engine would, so that the judge

can review them?

• Or should it provide both a recommended sentence and the relevant cases?
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Analysis of Example 14

The expertise and experience of judges and lawyers are essential for choosing criteria the program will

use.

Should the system order the cases by date or by the length of the sentence?

If the latter, should the shortest or longest sentences come first?

Perhaps you should order the cases according to an evaluation of their similarity or relevance to the

current case.

Should the system recommend a sentence? A specific recommendation from the system that differs

from the judge’s initial plan might lead a judge to give a case more thought. Or, it might influence a

judge more than it should.
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Analysis of Example 14

The first question, one for your boss, is whether the contract under which the system operates allows

the state to make changes.

Modifications and upgrades should undergo as thorough planning and testing as did initial design, and

be done in consultation with experts and end users.
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A Gracious Host

Example 15

You are the computer system administrator for a mid-sized company. You can monitor the company

network from home, and you frequently work from home. Your niece, a college student, is visiting for a

week. She asks to use your computer to check her email. Sure, you say.
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Analysis of Example 15

You’re being a gracious host. What is the ethical problem? Maybe there is none.

Maybe you have an excellent firewall and excellent antivirus software.

Maybe you remember that you are logged in to your company system and you log out before letting

your niece use the computer.

Maybe your files are password protected and you create a separate account on your computer for your

niece.
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Analysis of Example 15

But maybe you did not think about security when your niece asked to use the computer.

Your niece might not intentionally snoop or do harm.

In an actual incident, someone in the family of a mortgage company employee signed up for a

peer-to-peer file sharing service and did not properly set the options indicating which files to share.

Mortgage application information for a few thousand customers leaked and spread on the Web.

You must always be alert to potential risks. Mixing family and work applications poses risks.
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