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pose a new formulation of labeled bisimulation. We prove that the new labeled bisimular-
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1. Introduction

Process calculi are a family of related approaches to modeling concurrent systems formally. They provide a tool for the
high-level description of interactions and communications between agents or processes. They also provide algebraic laws
to analyze process descriptions, and allow formal reasoning about equivalences between processes (e.g. using bisimulation).
Leading examples of process calculi include CSP [25], CCS [31], and ACP [7,8]. More recent additions to the family include the
pi calculus [32], the ambient calculus [11].

Using process calculi to analyze security protocols was first studied by [28] with CSP. Then Abadi and Gordon extended the pi
calculus with cryptographic primitives and proposed the spi calculus [4]. The algebraic properties of the spi calculus were pre-
sented and proved in [5]. However, the spi calculus still has difficulties in describing some cryptographic operations, such as
blind signature, hash function and so on. To meet expressiveness requirements, in [3] Abadi and Fournet introduced the applied
pi calculus, which is a simple extension of the pi calculus with value passing, primitive functions and equations among terms. It
has been used to model security protocols[1,26]. Verification of authentication using the applied pi calculus has been studied in
[17]. Moreover, researchers begun to develop tools to check bisimulation in the applied pi calculus. One of the most important
work was done by Blanchet et al. [10]. They implemented automation of checking bisimulation in the tool ProVerif [9].

We usually view the context as an active attacker when using process calculi to analyze protocols. In the spi calculus and
the applied pi calculus, security properties such as secrecy, authenticity or anonymity are formally stated, and the verifica-
tion of these properties is done by checking observational equivalence between two processes. Observational equivalence
indicates that two given processes cannot be distinguished by any context. It is natural to use observational equivalence
to capture some security properties. However, it is hard to check because one needs to consider all the contexts.

In the applied pi calculus, the operational semantics consists of some structural and internal reduction rules. Based on
these rules, an auxiliary labeled transition system (LTS for short) [27] is defined to propose a labeled bisimulation, which
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is proved to coincide with observational equivalence. Therefore, instead of showing two processes are observationally equiv-
alent, we prove that they are bisimilar.

To prove that two processes are bisimilar, the standard approach is to show that the pair of them is contained in some
bisimulation. The structural rules will increase the size of this bisimulation relation dramatically which we have to check,
because one needs to consider all the possible forms of a process (by applying structural rules repeatedly) and the corre-
sponding derivatives. A pure labeled transition system without relying on structural rules will definitely free us from check-
ing the ever increasing size of the bisimulation relation.

The contributions of this paper are threefold:

e We try to define the operational semantics purely on LTS and give a new formulation of labeled bisimulation.

e We study the algebraic theory of this calculus with new semantics, and the coincidence result in the domain of closed
plain processes is established with detailed proofs.

e An example is given to illustrate the effectiveness of checking labeled bisimulation in this new semantics.

1.1. Related work

To our best knowledge, the study on the bisimulation of the applied pi calculus is limited. Among them there is symbolic
bisimulation proposed by Delaune et al. [14]. A notion of intermediate process was defined to make sure all the restrictions
are at the beginning of a process. The symbolic bisimulation is established based on the operational semantics and the
labeled bisimulation in [3].

Pure LTS is beneficial for a lot of process calculi. For example, most studies [29,30,20] on ambient calculi are devoted to
proposing an appropriate LTS to make bisimilarity equivalent to barbed congruence or observational equivalence which is
based on structural rules.

The applied pi calculus has been successfully used to analyze some protocols [1,26]. Therefore, a more effective semantics
is necessary. We think that pure LTS will make the application of the applied pi calculus more popular.

1.2. Outline of the paper
The rest of the paper is organized as follows: Section 2 briefly introduces the applied pi calculus. Section 3 defines the new
operational semantics of the applied pi calculus and proposes a new labeled bisimulation. Section 4 shows that the labeled

bisimulation coincides with the observational equivalence. Section 5 gives a practical example, and Section 6 concludes. The
appendix includes some proofs.

2. The applied pi calculus
In this section, we introduce some basic concepts in the applied pi calculus. More details can be found in [3].
2.1. Some definitions

The set of terms, plain processes and extended processes are defined below:

L,M,N ::= term
a,b,c,....k,...,mn name
X,¥,z variable
f(My,....,M)) function application
P,Q,R := plain processes
0 null process
PlQ parallel composition
P replication
vn.P name restriction
if M= N then P else Q conditional
u(x).P message input
u(N).P message output
A B, C:= extended processes
P plain process
A|B parallel composition
Vn.A name restriction
VXA variable restriction

{M]x}

active substitution
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SUBST T if 3z € dom(o) s.t. zo = M
vn.ot s
Funct ¢ M, ¢ M fex
¢ f(M, - My)
S M M =g N
EqQuiv ¢ £

oF N

Fig. 1. The deduction rules.

Here terms are extended with data names and function applications. We rely on a sort system for terms as in [3]. We use a, b
and c as channel names, s, k as data names, and m, n as names of any sort. Data names are used to express data such as keys,
nonces, random numbers and so on, and function applications are proposed to model all kinds of cryptographic operations
such as encryption and decryption. A ground term is a term which has no free variables.

Equations are used to assert the relations of cryptographic primitives. For example, dec(enc(x,y),y) = x models symmetric
encryption where x represents a plaintext and y is a key. When describing security protocols, a signature X which consists of
some function symbols must be given together with a set of equations E, and we call this set of equations equational theory. In
the rest of this paper, we will use

{fst(pair(x,y)) = X; snd(pair(x,y)) =y; dec(enc(x,y),y) =X}

implicitly as the default equation theory.

We write 2 + M = N when the equation M = N is in the equational theory associated with X, and we may write M = N for
simplicity when X' is clear from context. The notation X ¥ M = N means we do not have X + M = N.

The differences between plain processes and extended processes are active substitutions and variable restrictions. The
notation {M/x} is an active substitution which replaces the variable x with the term M. The active substitution {M/x} typ-
ically appears when the term M has been sent to the environment. The variable restriction v x restricts the scope of active
substitutions.

The frame of an extended process consists of active substitutions and restrictions. Every extended process can be mapped
to a frame. Frame can be viewed as static knowledge exposed by an extended process to its environment. We use ¢, , ... to
range over frames and we usually write ¢, to denote the frame of process A.

The domain of a frame ¢ (resp. a process A), denoted by dom(¢) (resp. dom(A)) is the set of variables which appear in
active substitutions of ¢ (resp. A) but not under a variable restriction. For example, If

ALy, k.(Pl{enc(n,k)/x}|{n/y})
for some plain process P, then ¢, = vn,k.({enc(n,k)/x}|{n/y}), dom(¢,) = {x,y} and dom(A) = dom(¢,). Given a set
n={m,ny,...,n;} and two tuples M = (My,Ma,....M;), X = (X1,X2,...,%), we simply write vA.{M/X} instead of
vy, g, 1 ({My /X F (M2 /X2 } - - [{Mi/Xi}).

We write ¢ + M to mean M can be deduced from ¢. This relation is called deduction [2], which is axiomatized by rules in
Fig. 1.

We write fn(A), and bn(A) for free and bound names of A. We use bv(A) to mean the bound variables of A. The free vari-
ables of A, denoted by fv(A), are all the freely appearing variables in A excluding those variables in dom(A). The names and
variables of A are denoted as n(A) dﬁfbn(A) ufn(A) and v(A) défby(A) ufo(A).

A process A is closed when fv(A) = (. An evaluation context, denoted by C[_] is a context whose hole is not under a repli-
cation, a condition, or a prefix. An evaluation context C[_] closes A when C[A] is closed, and C[] is called a closing evaluation
context.

Definition 1. Given frame ¢ 4\ 1.6 and two terms M, N such that n n (fn(M) U fn(N)) = 0, we say that M and N are equal in ¢,
written (M = N)¢, if and only if Mo = No.

Definition 2. We say that two closed frame ¢ and y are statically equivalent, denoted by ¢ ~; , if dom(¢$) = dom(y) and, for
all terms M and N, we have (M = N)¢ if and only if (M = N)i.

Definition 3 (Static equivalence (~;)). We say that two closed extended processes are statically equivalent, and write A ~ B,
when their frames are statically equivalent.
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2.2. Semantics

The original operational semantics of the applied pi calculus is presented in Appendix A. The structural rules denote an
equivalence relation on extended processes that is closed under ¢-conversion on both names and variables, and under eval-
uation contexts. The internal reduction rules describe internal communication. And the labeled rules give the situation when
the process is interacting with the environment. ) )

We will write = for —* where — denotes one step of internal reduction, and 4 for = 5 =. We write Al,, read as “A
barbed on a”, to mean that A can send or receive a message on channel a immediately. Note that if A|,, then by using the
structural rules of Appendix A, the process A can be rewritten to the form of Cla(x).P;] or C'[a(M).P,] where C[] and C'[]
are two evaluation contexts. We write A||,, read as “A weakly barbed on a”, if there exists some A" such that A= A'|,.
We also write Ay, (resp. All,) if A|, (resp. Al|,) does not hold.

Definition 4. A binary symmetric relation R on closed extended processes is a labeled bisimulation if for any ARB:

(i) A=;B.
(ii) if A5 A, and fo(o) C dom(A) and bn() N fn(B) = 0 then 3B, s.t. B= B and A'RB..
(iii) if A — A’, then 3B/, s.t. B= B’ and A'RB.

The bisimilarity, denoted by = is the largest labeled bisimulation.

Definition 5 (Observational equivalence ( =, )). Observational equivalence ( =, ) is the largest symmetric relation R between
closed extended processes with the same domain such that A R B implies:

(i) if Al,, then B||,;
(ii) if A= A, then B= B and A’ R B for some B’;
(iii) C]A] R C[B] for all closing evaluation contexts C[_].

Theorem 1 [3]. ~; = ~, and ~, C~;.

3. Pure labeled semantics

In this section, we give a pure labeled transition system for applied pi. We also give a new definition of labeled bisimi-
larity based upon the new LTS.

3.1. New LTS

A pure LTS simplifies the manipulation and the analysis of process descriptions. We keep most of the syntax of the applied
pi calculus in [3], but change the definition of extended processes by omitting the variable restriction operators:

AB,C:=P | AB|vnA| {M/x}

Readers will see in Fig. 2 that an active substitution appears when the output action is done. We need not use the struc-
tural rule 0 = vx.{M/x} to produce the active substitutions, so we remove the operator vx in the syntax of extended
processes.

The new semantics of the applied pi calculus is defined purely in terms of a LTS in Fig. 2 and no structural rules are pre-
ordained. We omit the symmetric rules for Int and Par. Here we make some comments:

1. AL A'. Here « can be an internal action 7, an input aM or an output ax. We use the early semantics in order to model the
environment as an active attacker and to simplify the definition of bisimulation. There are two reasons of using ax instead
of aM. First, after doing ax, the process will be paralleled by an active substitution, and x denotes exactly the message sent
in this action which is necessary when comparing two frames. Second, when distinguishing two processes we only care
about the channels where this output happens. The output messages will be compared in the frames of the induced pro-
cesses using static equivalence.

2. We have three rules to manage the restrictions, Res, Res-IN and Res-Our. If the frame can deduce the message M then the
message can be input. That is to say if the restricted name m € n(M), M still can be input because the environment
(frame) knows it. For example, when a cipher text enc(m, k) was sent to the environment, then it can be received by any-
one even though the plain text m and key k are under restrictions which means that they are unknown to anyone.

The condition ¢,,,, + a considers the case u = a. This condition tells that if the channel name has been known by the
environment, of course one can communicate on it. This is also the reason we have ¢,,, + a in the rule Res-Our.
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M is ground. n(M)Nbn(P)=0 xgv(N)Uv(P)
IN " Our —
a(z). P P{M /) a(N).P——=P|{N/x}
A A dom(A)w(B)=0 AT A P, p
PAR-L ~ RES — REP —
A|B—A"|B vb.A—svb A '\ P—P'|IP
a M ax
A—A ¢ m.Ala ¢u m.AFM A—A ¢l/ m.Ala
RES-IN L : RES-OUT -
vm. Ay m A vm. A5 ym. A
SFM=N P-4 M,N are ground. SYM=N Q--B
CoN-T - CON-F —
if M=N then P else Q—A if M=N then P else Q—B

ALL LR (A [ {M/z}) B MB' #Cn(M) fr(M)nbn(A)=0

A|BSvii. (A | B)

INT-L

Fig. 2. The LTS of the applied pi calculus.

3. Consider the rule INt-L. A &% v i.(A'|[{M/x}) means that A has sent a message M to the environment, which is something like

the “open” rule in the pi calculus. B M B states B receives a message M from the environment. When they are paralleled,
an interaction happens but the active substitution {M/x} disappears. This rule is similar to the “close” rule in the pi cal-
culus. The appearance of {M/x} indicates the openness of the message M. However, when this message is accepted by
another process, the message M is closed meanwhile.

4. One may notice that the name restriction operator continues to exist no matter what the process does. We benefit from
this fact in proving the theorems in Section 4.

Let’s see some examples of derivations using the LTS in Fig. 2:

Example 3.1. Readers may find in the original semantics of applied pi (see Appendix A), the following two reductions are
both available for a(m)|{m/x}.

am{m/x} = (a(m)|0)[{m/x} by PAR-0

= (@my|vy{m/y}){m/x} by ALiAs

= vy.(aim){m/y})|{m/x} by NEw-PAR

= vy.(aly{m/y{m/y}){m/x}

= vy.@ay){m/y}){m/x} by SuBsT

A em iy im/x) by OPEN-ATOM
am{m/x} = ax){m/x}[{m/x}

= axy|{m/x} by SuBsT

“ {m/x} by Out

Our new LTS rules out the second case to avoid the unnecessary, though harmless, ambiguity.
y is fresh

_ ay

a(m)|{m/x} —={m/y}|{m/x}

OuT,PAR-L

Example 3.2. This example considers the restrictions of channel names after being sent out.

OuT X is fresh
a().cm) e(m)|{c/x}  c¢n(@x)

ve.@@(c).c(my) 2 ve.c(m)|{c/x})

RES

Note that vc still remains after the output of ¢ on channel a. As in the pi calculus and the spi calculus, the process vc.c(m)
cannot do any actions. However, here because c, as a message, has been “open” to the environment with the active substi-
tution {c/x}, we have the following reduction:
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PAR — L _emPmyy)
emlfe/xy m/yylic/x Dye.cmyl{e/xy) F €

ve.(e{m){c/x}) =< ve.({m/y}|{c/x})

ES — OUT

Example 3.3. This example shows the interaction between processes.

vk, m.a(enc(m, k)).a (k) % vk, m.({enc(m, k) /x}|a(k))

aenc (m.k)

a(x).b(y) (y)
vk, m.a(enc(m, k)).a(k)|a(x).b(y) = vk, m.(ak)|b(y))

INT—-L

Note that in the new semantics, the interaction — is different from internal reduction — in the original semantics. So in

order not to confuse these two kinds of transitions, we write = for -5+, and = for = % =. We write Al, read as “Abarbed on
a”, to mean that A can send or receive a message on channel a, and Al},, read as “A weakly barbed on a”, for the fact that there

exists some A’ such that A ;A’la. Similarly, A}, (resp. Al},) means A|, (resp. All,) does not hold. We also write A | if Va.Al,.

It is worth mentioning that A|, implies A|, but the reverse is not true due to CoN-T and CoN-F rules in Fig. 2. For example,
P% if M = M then a.0, we have A|, but A|~,. However, the following lemma shows that weak barbs of plain processes are
equivalent in the original and new semantics.

Lemma 2. For any closed plain process P and any name a, P||, if and only if Pl},.

Proof. First of all, according to the original semantics in Appendix A, for any closed plain process P, if P — A’, then there must
exist some closed plain process P' s.t. A' = P'.
Now we proceed the proof inductively on the structure of P.

1. The null process, prefix, restriction, and replication form are direct.
2. PL'if M = N then P, else P,
e if forsomea, P||, then P;]|,if X - M =N, P,||,if X¥ M = N. By induction we have P,|, if ¥ - M =N, P,l|}, other-
wise. So according to Con-T and Con-F we have Py,.
e if for some a, Py, then P{|, if 2 - M=N, P,|J, if 2¥M=N. So according to Tuen and Eise we have
P — P;]|, when
Y + M = N. Otherwise P — P, ||,.
3. P py|P,,
e if for some name a, P||,,
- if P1||,, then Pql},, therefore, P|},; It is similar when P, ||,.
- if P — P’||, and this transition is caused by Comm rule.
Then there must exist some b, P, P,, M, i such that

Pi|P, = viLvx.(b(x).P,|b(x).P,|{M/x})
— VILVX.(P)|Py[{M/x})
= ViL(PIPy{{M/x}) L,

M is ground, i ¢ n(M), P} and P,{M/x} are closed plain processes. It is easy to see by rule Int-L or INT-R, we have

P1|P; = Vit (Py|P,{M/x})

So PJ,.
o if for some name a, Pl,,
- if P1|,, then P;||,, therefore, P||,; It is similar when P,{},.
- if P5 Py, and this transition is caused by InT-Ls rule, i.e.

Py v (PI(M/x)) P, "™Py AC(M) fa(M)nbn(Py) =0
P1|P, 5 vit.(P;|Py)
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Considering all the rules in Fig. 2, we have the conclusion that there must exist Ps, P4, P, such that

P1|P, = Ps3|P4 by THEN or ELSE
= vi.vx.(b(x).Py|b(x).P;{M/x}) by structural rules
—  vivx.(P|P5|{M/x}) by Comm
= vi.(PyIPy) 1, by SuUBST, ALIAS

So P = vii.(P;|P,)|l,. It is similar when the transition P5 P’ is caused by InT-r rule. And we are done. [J

In the rest of the paper we will use “d is a fresh name” or “for a fresh name d”, to mean that name d does not occur in any
syntactical objects under consideration. We also write d.P instead of vm.(d(m).P) when m ¢ fn(P); and d.Q instead of d(z).Q

when z ¢ fv(Q).
By the Our rule,

d.P% yim.(d(m).P) & vm.(P[{m/x})

Since m ¢ fn(P), the actlve substitution {m/x} does not influence the frames of P and P’s successors. By the In rule we have for
any term M d(z). Q Q when z ¢ fn(Q). Therefore, we write dP-LPandd. Q-» Q for simplicity.

3.2. Labeled bisimulation

We define a new labeled bisimulation based on the pure LTS discussed above. First we recall a characterization of deduc-
tion proposed by Abadi and Cortier (Proposition 1 in [2]).

Proposition 3. Let M be a closed term and vin.c be a frame. Then vin.c + M if and only if there exists a term { such that
mnn=0and M = {o.

According to this proposition we define a relation to relate two terms.
Definition 6. Assume two frames ¢, 4efy . {1\71 /x} and ¢p defy . {N /X} are statically equivalent, then given two terms M, N

which can be deduced from ¢, and ¢ respectively, we say M and N are correspondingly equivalent, denoted M =4, 4,1 N, if
whenever M = {{M/x} for some term ¢ and n(¢) N (iU m) = 0, we have N = {{N/xX}.

Definition 7. A binary symmetric relation R between closed extended processes is a labeled bisimulation if for any ARB:

1 ANSB
2. if AS A then 3B, s.t. B:>B and ARB'.
3. if A%SA, then 3b,B, s.t. BX B w1thaA{ (,B} b and ARB'.

4. if A" A' then 3b,B and ¢ - My, s.t. B2 p, M1 <{p,.65) M2, @ <4, 4,1 b and ARB,

We write ~; to denote the largest labeled bisimulation in order to distinguish from the labeled bisimilarity ~; in [3]. We
give two simple examples to explain the definition of labeled bisimulation.

Example 3.4.
ve.a(c).c(m) ~ vd.a(d).d(m)
ax | ax |
ve.(c(m)|{c/x}) vd-(d<jﬂ>\{d/x}) C Xpve ey vd{d/ny) d
cyl dy |

ve.({m/yt{c/x}) =~ vd.({m/y}|{d/x})

This example looks nonsense since vc.a(c).c(m) is a«-convertible to vd.a(d).c(m). However, when implementing an algorithm
to compute if two processes are bisimilar, a-convertibility is hard to check.
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Example 3.5.
vk, m.(a(enc(m,k)).c(x).if X = enc(m, k) then b(m’) else 0)
~ vn.(a(ny.c(x).if x =n then b(m') else 0)
Assume
A% vk, m.(@(enc(m, k)).c(x).if x = enc(m, k) then b(m') else 0)
BE vn.(a(n).c(x).if x = n then b(m') else 0)

Then we have the following reduction:

A ~ B
ax | ax |
vk, m.(c(x).if - - - [{enc(m, k) /x}) vn.(c(x).if - - - [{n/x})
cenc(m,k) | cn |
bz | bz |

vkm.({m /2 {enc(m,k)/x})  ~ vn.({m/z}{n/x))
Note that enc(m, k) X{vkmn.{enc(mk)/x}vn{n/x}} 1 and
vk, m.({m'/z}|{enc(m, k)/x}) =~ vn.({m'/z}|{n/x}).

This example shows that the cipher text which cannot be decrypted is the same as a random number.
4. Algebraic theory

In this part, we first define the observational equivalence between plain processes, and then prove labeled bisimilarity coin-
cides with observational equivalence in the domain of plain processes. In Theorem 5, we reveal labeled bisimilarity implies
observational equivalence and in Theorem 6 we show the opposite direction. The coincidence result is given in Corollary 7.

We consider observational equivalence between plain processes rather than extended ones for two reasons. First, the ini-
tial processes with which we model security protocols are always plain ones. Second, without structural rules the static
knowledge of processes cannot be captured by the environment using the rules in Fig. 2. For example, let

A ymn.({m/x}{n/y})
B < ym,n.({m/x}|{m/y})
If we try to construct contexts to distinguish A and B, all possible ways can be reduced to the following two cases: (i)

Ci[] def,||f X =y then d; (ii) G| } = |x|y d. Since we now have no structural rules as Suss to substitute x, y with ground names,
and we have 2 ¥ x = y, so CoN-T and CoN-F rules can not be applied here. We can have the conclusion that C;[A] | and C;[B] |.
Now let’s consider C,[_]. As we know, IN, Ourt rules can only be applied when the channel name has been instantiated, so
C3[A] || and C;[B] |J. That is to say, there is not contexts can differentiate A and B without structural rules. But A %, B since
A#%.B

In the rest of this paper we only consider plain processes and those extended processes that can be derived from some
plain ones with rules in Fig. 2. These processes are enough for us to model security protocols and capture all the abilities of
adversaries (or the environment). An coincidence result between observational equivalence and labeled bisimilarity re-
stricted to plain processes is shown in next two subsections.

We now restrict the original observational equivalence to plain processes, and give the modified definition where plain
closing evaluation contexts means closing evaluation contexts without active substitutions.

Definition 8. Observational equivalence ( ~,; ) is the largest symmetric relation R between closed plain processes such
that PR Q implies:

1. if P|,, then Ql; .
2. if PSP, then Q= Q' and P’ R Q' for some Q’;
3. C[P] R C[Q] for all plain closing evaluation contexts C[].

Recall rules in Fig. 2. The interaction — will not change a plain process into an extended one. That is to say, t-actions will
never introduce active substitutions. And this is the reason why we write P P’ instead of P A’ in above definition.

Relation ~,s is shown to be equal to =, in the domain of plain processes by the following lemma.

Lemma 4. For any closed plain processes P,Q, P =~, Q if and only if P ~,s Q.
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Proof. We prove by contradiction. This lemma is equivalent to
For any closed plain processes P,Q, P #,Q if and only if P %, Q. (1)

According to Definitions 5 and 8, if P %, Q (P #,, Q), then there must exists some (plain) closing evaluation context C[_] and
some name a such that C[P]||, (C[P]{,) but C[Q]ll, (C[Q]U4) or C[P]|l, (C[P[4,) but C[Q]ll, (C[Q]Uy)- Since =, and =z, are
symmetric relations, so the following statement implies (1).

For any closed plain processes P, Q, if there exists some closing evaluation context C[_] and name a such that C[P]||, but
C[Q]ll4, then we can construct a plain closing evaluation context C'[_] such that C'[P]{}, but C'[Q]{},; and vice versa.

Using structural equivalence, any closing evaluation context C[] can be rewritten to
vi({M/%}[C: [])

for some i, M, % and some plain closing evaluation context C;[].
In all the structural rules, only the following rule makes active substitutions influence the possible actions of processes.

SuBsT {M/x}|A = {M/x}|A{M/x}

However, for any closed plain process P, f#(C;[P]) = 0 and the active substitutions {M /X} will not influence the transitions of
C4[P]. So if C[P]|, then vi.C;[P]||4; and if C[P]||, then vn.C1[P]||,. So it is enough to show:

For any closed plain process P, for any plain closing evaluation context C[_] and name a, C[P]||, if and only if C[P]{,.

This is direct by Lemma 2. O

In the rest of this paper we will use =~ instead of ~, when we say two plain processes are observationally equivalent
because the definition of ~, is convenient for the proofs.

The fact that labeled bisimilarity ( ~; ) implies observational equivalence is proved by showing labeled bisimilarity is
closed under closing evaluation context.

Theorem 5. Given any two processes A, B, if A ~ B, then for any closing evaluation context C[_] we have C[A] ~; C[B].
To prove this theorem, we need to show the following relation is a labeled bisimulation:

R ~ U {(C|A],C[B])|A ~, B and C[] is a closing evaluation context}

We proceed by considering the structure of context C[_]. See the detailed proof in Appendix B.

Theorem 6. For any plain processes P, Q, if P ~qs Q, then P =~ Q.

Proof (Main idea). The proof of this theorem is more technical than Theorem 5. We extend the method of proving the coin-
cidence between barbed congruence and weak bisimulation of 7-calculus by Sangiorgi in his Ph.D thesis [33].
The main idea is to build up a set of context pairs, C, powerful enough to make sure observational equivalence on these
context pairs implies labeled bisimulation, i.e., we try to prove the following relation is a labeled bisimulation.
» def
R*E{(P,Q)|C1[P] ~aps C2[Q]}

where P, Q are any closed plain processes and (C;,C,) € C. The key property of C is that: Suppose P P, then we can find
(C},C,) € C such that

Gi[Pl =G [P

And C;[Q] has to simulate the above transition with
G[Q=GQ]

where
Q= Q' and C,[P] ~ps C,[Q']

Then (P',Q’) € R* and R* is a labeled bisimulation.

However, the labeled transition action will introduce active substitutions which turn a plain process to an extended one.
In other words, the transition - might turn P to some extended process A’ which will never appear in any pair of R*. So
instead of proving

R* déf{ (P, Q)|Cl [P] ~obs C2 [Q]}

is a labeled bisimulation, we show that the following relation is a labeled bisimulation.
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R E{(D1[P), D[Q))[C1 [P) ~ops C2[Q1}
where D; is an active substitution context of the form v#.(_|{M/X}) and is determined by C;.
Suppose D;[P] = Dy [P'], then we can find (C},C,) € R such that:

1. D is an active substitution context determined by C.
2. G4[P) 5 C,[P] and (,[Q] has to simulate the above transition with

C21Q) 2 GIQ) ~ans G P

Then we can find some D/, determined by C, and
D(Q] £ D5(Q]

So (D[P}, D,[Q]]) € R.

The construction of ¢ depends on the active substitutions we need and some fresh names to make the simulation
transition obedient. We give the detailed proof in Appendix C. O

The following corollary gives the coincidence result, and the proof is directly by Theorems 5 and 6.

Corollary 7. For any plain processes P,Q, P =~ Q if and only if P ~; Q.

5. A classic zero-knowledge protocol

In this section, we analyze a classic zero-knowledge protocol [21] with two purposes: the first is to reflect the effective-
ness of the new semantics, and the second is to define some interesting properties in the applied pi calculus for zero-
knowledge protocols.

Zero-knowledge protocols or proofs are hot topics in cryptography. The notion of zero-knowledge was proposed by
Goldwasser et al. [23], and then turned out to be one of the most beautiful and attractive concepts in computer science.
Informally speaking, a proof is zero-knowledge if the prover can convince the verifier that he/she has some secret but
without revealing it. This incredibility made its applications ranging from signature schemes [12,15] to proving that many
NP-complete problems are hard even to approximate [16].

Many efforts were made to analyze zero-knowledge in formal frameworks. One of the most important work was done by
Backes et al. [6]. They established an equational theory to model the zero-knowledge property as a primitive in cryptogra-
phy. However, in this section, we do not view zero-knowledge as a primitive. Instead, we try to prove a protocol is (inter-
active) zero-knowledge. To our best knowledge, this is the first attempt to define properties for zero-knowledge protocols
in the applied pi calculus.

5.1. The protocol

It is shown by Goldreich et al. [22] that every language in NP has a zero-knowledge proof system with the assumption of
the existence of one-way functions. The protocol considered here is a very classic one given in [21].

There are two participants, prover P and verifier V. The prover P knows the hamiltonian cycle c for graph G, and P tries to
make the verifier V believe that he/she has the secret but without revealing it. The protocol depicts as follows:

e P chooses a random permutation g, generates G's isomorphic graph G, and sends G, G to V.

e V nondeterministically chooses 0 or 1 and sends the chosen one to P.

o If P gets O from V, P sends the permutation ¢ to V; if P gets 1, P applies ¢ to the hamiltonian cycle c, gets ¢’ and sends it to
v

o If Vsent 0 in step 2, V checks whether the received message is the permutation from G to G'; Otherwise, V checks whether
the received message is the hamiltonian cycle of G

Note that in the original version V chooses 0 or 1 with probability 0.5 respectively in Step 2. Here we eliminate the prob-
ability and use nondeterminism instead. However, there is no nondeterministic choice in the syntax of applied pi. So we de-
fine the following “internal” nondeterministic process:

P+Q%va.(aaPaQ)

This process acts either as P or as Q because there is only one output on private channel a. Note that this process is different
from the classical non-deterministic operator of the pi calculus [32] where the semantics of P+ Q is given by
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P5P Q:Q
P+Q=P P+Q-Q

However, this kind of “internal” nondeterminism is enough for us to model the protocol.
Let true, false, 0, and 1 be special names. The first step is to set up the signature and equational theory.

fun g/1

fun iso/2

fun hc/2

fun dei/2

equation hc(g(x),x) = true

equation hc(iso(g(x),y),iso(X,y)) = true
equation dei(iso(x,y),y) = x

In the signature we define four functions: g(c) is a graph with its hamiltonian cycle c; iso(G, ) denotes the isomorphic graph
of G given the permutation ¢; And hc(G, ¢) is a hamiltonian cycle checker. he(G, ¢) will return true if ¢ is a hamiltonian cycle of
G; If we view the hamiltonian cycle c as a graph then iso(c, ¢) actually is the hamiltonian cycle of graph g(c), and this is the
meaning of the second equation. If G’ is an isomorphic graph of G by applying the permutation o, then function dei(G', 7)
returns G.

The three equations illustrate the mathematical properties in the protocol. The first equation reveals the fact that for any
cycle x and graph g(x) the hamiltonian cycle checker hc will always return true. The second equation shows that the hamil-
tonian cycle checker will return true if we apply the same permutation y to both graph g(x) and cycle x. The third one reflects
the function dei/2.

Assume P has the hamiltonian cycle c of the graph g(c), and a;, a,, a3, a4 are channels for communications, then we use
process P and V to model the behaviors of the prover and the verifier.

P = T@i(g(0)).vo.a;(iso(g(c), 0)).a3(x).
(if x =0 then a4(0) else a4(iso(c, q)))
v a;(x).az(y).(@3(0).a4(2).if dei(y,z) = X then b
+ @3(1).a4(2).if hc(y,z) = true then b)
The action b reflects that V believes P has the secret.
As we know there may be many instances of such proofs running in parallel. In order to make sure there is no interference
between any two instances, the channels a = {a;,a,,as,a4} are restricted in every instance. So the whole system is as

follows:

ZK S velva.(PV)

A zero-knowledge proof must satisfy three properties:

1. Completeness. An honest prover will always convince an honest verifier that he/she has the secret.
2. Soundness. No cheating prover can convince the honest verifier that he/she has the secret.
3. Zero-knowledge. No cheating verifier can learn anything about the secret.

The soundness does not hold in this non-deterministic protocol. Assume there is a cheating prover P* who knows nothing
about the hamiltonian cycle of some graph G. He just sends the permutation ¢ in the last step no matter what he received in
the third step.

P& (G).v 0. (iso(G, 0)).a5 (x).Ta(0)

P* can convince the verifier V by the following sequence:
P'lV — va.a;(iso(G,0)).as(x).a4(0)
|a;(y).(@3(0).a4(2).if dei(y,z) = G then b
+@3(1).a4(2).if hc(iso(G, 0),z) = true then b)
—  03(x).a4(0)
|(@3(0).a4(2).if dei(iso(G, 5),z) = G then b
+@3(1).a4(2).if hc(iso(G, 0),z) = true then b)
—  @3(0)|a4(2).if dei(iso(G,0),z) = G then b
— if dei(iso(G,0),0) = G then b

However, in the probabilistic version, the soundness property holds with probability 1/2" for n rounds.
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In the applied pi calculus, frames denote the revealed information to the environment. So the zero-knowledge property
holds if the frames of all the derivatives of process vc.!P never reveal the secret c. In this paper, we will not focus on the proof

of zero-knowledge properties because it can not demonstrate the effectiveness of the new semantics. We concentrate on the
completeness of the protocol.

5.2. Completeness

Completeness means that the honest verifier will always be convinced by honest prover. So it is not difficult to write the
specification for completeness:

def ¢ def
spec = b ZKspec = !Vspec

In the specification, the verifier V. always outputs on channel b. So if ZK =zops ZKpec, then we are sure that V is convinced.
The following theorem tells this protocol is complete and we will illustrate the effectiveness of the new LTS in the proof.

Theorem 8. ZK ~p; ZKpec.

Proof. We have = implies =, by Theorem 5. So we prove ZK = ZK;pec.
We first introduce some abbreviation:

Py & voaiso(g(c), 0)).a5(x).
(if x = 0 then T4(0) else Ty(iso(C, 0)))
Vi © a,(y).(@(0).a4(2).if dei(y,z) = g(c) then b
+a3(1).a4(2).if hc(y,z) = true then b)
Py(0) = a3(x).

(if x = 0 then T4(0) else U4(iso(C, 0)))

)
V,(0) aef @3(0).a4(2).if dei(iso(g(c), 0),z) = g(c) then b

+@3(1).a4(2).if he(iso(g(c), 0),2) = true then b
)

P3(6) = if 0 =0 then a4(0) else a4(iso(c, 0)

Py(0) &' if 1 =0 then @z(0)|if 1 = 1 then Ts(iso(c, 7))
Vi(0) & ay(2).if dei(iso(g(c), 0),2) = g(c) then b
Vi(0) & ay(2).if he(iso(g(c), 0),2) = true then b
Va(o) & if dei(iso(g(c), 0), 0) = g(C) then b

Vi (0) @ if he(iso(g(c), 0),iso(C, 0)) = true then b

Let ZK(i,j, k, k', r,1") be the following process

ve.(va.(P|\V)|va.(P1|Vq)|- - - [va.(P1|Vy)
|vavo(Py(0)|V2(0))|---[va.va(Py(0)|Va(0))
j times
|va.va(Ps(0)|Vs(a))|---|va.va(Ps(a)|V3(0))
k times

|va.va(Py(0)|V5(0))| -+~ [vava(Py(a)|V3(a))

K times

[vava(V4(a))|---|va.va(Va(o))

r times

!

[vavao(Vy(o))|---|lvavae(Vy(a)))

r’ times
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and let R be
{(ZK(i,j, k, K, 1,17), ZK spec ) Vi, j, K, K 7,17 = 0}

we prove R UR™! be a labeled bisimulation.
From the LTS defined in Fig. 2, the process ZK(i,j, k,k',r,r") can only have the following transitions:

ZK(ij. kK vy 5 ZK(i+ 1,5,k K 1.1

ZK(ij, kK 1,7y S ZK(i—1,j+ 1,k K, r,r) ifi>0
ZK(ij. kK r,ry 5 ZK(ij—1,k+1,K,r,r) if j>0
ZK(ij kK rry 5 ZK(ij—1,kK +1,r,r) if j>0
ZK@,j, kK rr) S ZKG.j,k—1,K.r+1,r) ifk>0
ZK(ij. kK vy 5 ZK(ij kK —1,r 1 +1) if K >0
ZK(i,j, kK 1,1 Ny ZK(i,j, k,k',r —1,1) ifr>0
ZK(i,j, kK r,1) 5 ZK(i,j, k, k', r,r" — 1) ifr>0

At the same time, the only possible transition of process ZKjpec iS ZKspec i>ZK5,,€,C. It is easy to check that R UR™! is a labeled
bisimulation. So ZK ~; ZKspee. O

Now we consider the same proof by using the old LTS. We continue using the abbreviations and definitions in above
proof. Recall the ComM rule in Appendix A:

Comm a(x).Pla(x).Q — P|Q

So the interaction in old LTS happens only when the output message is a variable. The transitions of ZK must have the fol-
lowing form:

ZK % yewva.(PV)
a

= vc.(va.(P|V)|lva.(P|V)) REPL

= ve.(va.(@(g(c)).P1|0|V)|---) PAR-0
= vc.(va.(a{g(c)).P1|vx.{g(c)/x}|V)|---) ALIAS

= ve.(va.vx.(ay (g(c)).P1|{g(c)/x}|V)|--) NEW-PAR
= ve(va.vx.(ar(x).P{g(c)/x}{g(c)/x}V)] )

= vc.(va.vx.(a (x).P1|{g(c)/x}|V)]--) SUBST

- ZKy ©ye.(vavx.(Pr|{g(c)/x} V1)) CoMM
= ZK, Eve.(va.(Pyvx{g(c)/x}V1)| ) NEW-PAR
= ZKsve.(va.(P|0|Vy)] ) ALIAS
= ZKsve.(va.(PyVy)|---) PAR-0

According to the rule
A=BB%B B =A
ALA
we have four possible transitions ZK — ZK,, ZK — ZK,, ZK — ZK5 and ZK — ZK, for a single interaction. In the new LTS, for
the same interaction we only need to add (ZK(1,0,0,0,0,0), ZKs..) into the relation. However, in this case, we need to add

four pairs into the relation. It gets more and more complex when more internal reductions are available. So in order to prove
ZK =~ ZKpec We need to construct a far more complicated relation. And this is why the old semantics is ineffective.

STRUCT

6. Conclusion

In this paper, we establish a new pure labeled transition system and a new definition of bisimulation for the applied pi
calculus. We study the algebraic theory of this calculus with new semantics, and prove the coincidence result. As we see in
the example the new semantics given in this paper can decrease the size of the bisimulation relation when proving two pro-
cesses are bisimilar.

As concurrency, interaction, and complexity become main characteristics of modern protocols [34], formal automatic
analysis frameworks based on process calculi deserve more studies because process calculi were born to model concurrent,
interactive systems. However, checking bisimulation is undecidable not only because of the replication in syntax but also
due to the arbitrary equational theories. So we would like to investigate the decidability of bisimulation checking on the
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sub-calculus of applied pi as one possible future work. In the example we modeled the non-deterministic version of a classic
probabilistic zero-knowledge proof. Another possible future work is to analyze the probabilistic version in probabilistic ap-
plied pi calculus proposed by Goubault-Larrecq et al. [24].
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Appendix A. The original operational semantics of the applied pi calculus

Structural Rule

PAR-0 A = A0

PAR-A A|(B|C) = (A|B)|C

PAR-C AB = BIA

REPL P = P|P

NEw-0 vn.0 =0

NEw-C Vuvv.A = VvoVuA

NEw-PAR A|vu.B = Vu.(AB) ué¢fv(A) ufn(A)
ALIAS vx{M/x} = 0

SUBST {M/x}A = {M/x}|A{M/x}

REWRITE {M/x}

{N/x} X+ M=N
Internal Reduction Rule

CoMmM a(x).Pla(x).Q — PlQ

THEN ifM=MthenPelseQ — P

ELSE if M=N then Pelse Q — Q for any ground terms
Mand N X¥M=N

Labeled Rule

IN ax).PY p{M/x)
Out — AToM  a{u).P —® P
a(u)y

OPEN — AToM A=A_uza
vuA SUA

SCOPE AZA ugn(uo(e)
vuAZvud
PAR AZA  bu(o)nfv(B)=bn(o)nfn(B)=0
AB%A|B
STRUCT A=B BB B=A
AZA

Appendix B. The Proof of Theorem 5

In order to prove Theorem 5, we need some lemmas. The first one shows static equivalence is closed under evaluation
context.

Lemma 9. For any two processes A, B, if A ~; B, then for any evaluation context C[_] we have C[A] ~; C[B].
This lemma follows directly from Lemma 1 in [3]. The second one captures some properties of corresponding equivalence.

Lemma 10. The corresponding equivalence has the following properties:

1. If M =4, 0,y N, and vn.¢, = M, then vn.¢gg = N and M =(yn4,vnes N;



4450 X. Cai/Information Sciences 180 (2010) 4436-4458

2. If M =4, N, then M =4, 6c.6516c1 N for any frame ¢c;

3. If M =(4,.051 N Where ¢, ‘gvm.{lf/l/ic} and ¢ défvﬁ.{ﬁl/ic}, then vm.({M/x}|{A71/>2}) g vﬁ.({N/x}|{N/5<}) for some fresh x.

Proof. We denote the active substitutions of ¢,, ¢g, ¢ as 04, G5, oc.

1. If M =<y, 4,y N and vn.¢, + M, then there exists some term { such that M = {04 and n ¢ fn({). By the definition of =, we
have N = {op. By Lemma 9 one gets vn.¢, ~s Vi.¢pg. S0 vi.pp = N and M=y n.¢, vngsy N

2. This case is very easy.

3. First, there exists a term { such that M = {g,. Secondly, assume two sets:

Ty & {(M.N)|(M = N)g, and (fn(M) Ufn(N)) N = 0}

T, € {(M,N)|(M = N)¢}, and (fa(M) U fn(N)) N i = 0}

where ¢, is the frame of vim.({M/x}|{M/X}).
Obliviously, T; C T,, and T, C T; by replacing every x in terms of T, with (. Similar result holds for ¢;. So we get
vin.({M/x}{M/X}) ~s V.. {N/x}{N/X}). O
The following lemma says if two frames are statically equivalent then they will also be statically equivalent after both

removing an active substitution with same variable.

Lemma 11. [f vm.({M/x}|A)~svn.({N/x}|B), then vin.A~svn.B.

Proof. It is much easier to prove the converse-negative version of this lemma:
vm.A%vn.B implies vim.({M/x}|A) % ,vi.({N/x} | B).

If we have a witness to show that vim.A % vn.B, then the same witness can show vim.({M/x}|A) =~ vi.({N/x}|B). O

Lemma 12. The symmetric relation
vin.({M/x}|A) = vii.({N/X}|B),
D, = D{M/X} and D, = D{N/&}
for some D, M, N, X
and fn(D)N (Mun) =0

RE L (vin(A|Dy), vii.(B|D,))

is a labeled bisimulation.

Proof. Given some D, M, N,x,m, and i such that fn(D) N (M U 1) = 0, and

vi.({M/X}|A) = vi.({N/R}|B) 2)
where D; = D{M/X} and D, = D{N/X}. We use ¢, to denote the frame of vin.({M/X}|A) and ¢, for vii.({N/X}|B). ¢}, ¢, are
the frames of vm.(A|D,), vi.(B|D,) respectively.
1. We denote the frames of A, B, D with ¢,, ¢, ¢p. By Lemma 11, one can get vin.A =~ vii.B. So

VM., ~s Vg
By Lemma 9

(vim.g,)|dp =5 (Vi.dg)|dp
Since fa(D) N (mun) =0 and ¢p, = ¢p, = $p, We get

¢1 = VI(Paldp) ~s (VILPa)|dp =5 (V.¢p)|dp ~s V(dpldp) = ¢

So we have vim.(A|D;) ~; vii.(B|D,).
2. If

vin.(A|D;) = vin.(A'|Dy)

We consider the cases of a:
(a) if o = 7, then by rules Res in Fig. 2 we must have that
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AD; S A'|D,
hence, by rule Par-L,
ASA
By rules Par-L and Res in Fig. 2, we have
vin.({M/X}|A) 5 vin.({M/X}|A).
Then there exists some B’ s.t.
vit.((N/X}|B) = vit.({N/X}|B)
~ v ({M/x}A)

So vi.(B|D;) = vii.(B|D,) and (vin.(A'|Dy), vit.(B'|Ds)) € R.
(b) if « = aM’, then by rules Res in Fig. 2 we must have that

AD;™AD; and ¢, F a, §, - M
hence, by rule Par-L,
A A
Since fn(D) N (mu n) = (, therefore, ¢, - a and ¢, - M'. By rules Par-L and Res in Fig. 2, we have
Vi ({M/x}A) 2 vin.({M/x}|A).
Then there exist some B',N', b, s.t. a <4, 4,; b and
viL((N/%}B) = vi.({N/x}|B)
~ v ({M/x}A)

By Proposition 3, there exists a term (, such that M ={(g,. Because ¢, I M, so fv({)n(dom(¢p)UX)= 0. From
VM., ~5 VIl.¢g ONe gets

M ={vingy.vigg} N'.
By Lemma 10(1), we have
M S{vigalép,vidplép} N.
Similarly, we can prove

A = (vimgalgp.vibplop} b

So there exist some B',N',b s.t. M' <y o, N', a <4 4, b, and

vit.(BID2) Y vii.(B|D;), (vin.(A'|D:), vi(B|Dy)) € R.

(c) if « = ax, this case is similar to the previous one.
3. If vin.(A|D;) = vim.(A|D}) then by rules Res in Fig. 2 we must have that

AD; % A|D,
hence, by rule Par-L,
D, 5D,
(a) oo = ax for some a and x. W.l.o.g, assume D‘jéfvf.(Z<M’>.C1 |C;) and ¢{M/X} = a, so there exists
D'EVE.(C1|CI{M /x}), Dy =D{M/x}, D,=D{N/x}

such that

vii.(BIDy) 2 vi1.(BID,) and b = ({N/%}.
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So
a =4 41) b, and (vm.(A|D}),vn.(B|D})) € R.
(b) &= a0, for some a,0, and ¢; + 0;. W.Lo.g, assume
DEVF.(¢(2).GC1|Ca)
where ({M/X} = a and z ¢ &, let

D'EVE(G|C). Dy =D{M/x}{0:/z}, Dj=D{N/%}{0y/2}

where O, (0,0} 0.
By Lemma 10, we get

Vi (A{M/X}|{0:/2}) ~1 VA.(B|{M/X}|{02/2})

So there exists b s.t. vii.(B|D,) b0 vii.(B|D;), and b = ¢{{N/x}. Therefore,
a=y gy b, (vim.(AD}),vii(B|D;)) € R.

(c) a=1. Let

D; ¥ D{M/x}, D, D{N/x}.

Since D; D), D can perform t reduction too. So DD’ and D), = D'{N/X}, D, = D'{N/X} where D, D). We get
Vvii.(B|D,) = vi.(B|D,)

and
(vim.(A|D}), vi.(B|D))) € R.

4. 1f vin(ADy) S vinvm . (A|D,), where AZvm (A){M/x}) and D; ™D, for some a,x,M.
W.lLo.g., assume

DEVF(L(2).C1|Cy),
where {{M/X} =a and z ¢ X , so there exists D’ such that
D' ©y#.(C1|C,), and D, = D'{M/x}{M/z}, D = D'{N/x}{N/z}.
Because
v (A{M/x}) & vy m (A{{M/x}|{M/&})
and
vii.(A|{M/&}) =, vi.(B|{N/X})
There exists some B',b s.t. a=<y, 4,;b and
- ~ . bx _ ~ ~
vi.(BI{N/x}) = vavn' .(B|{N/x}|{N/x})
~ vinvm' (A|{M/x}|{M/X})
Since a x4, 4,3 b and a = {{M/X}, therefore, b = {{N/X}. So
Vi1.(B|Dy) = vi.(B'|Dy)

and
(vif(A|D}), viL.(B|D})) € R.
y

5. If vin.(AIDy) = yi.vF.(A'|D}), where A% A and D, & vi.(D7]{0;/x}) for some a,z,0;.
W.Lo.g, let DX vF.(2(0).C|Cy), ({M/X} = a and

D' ®yi(Ci|C,), D) =D{M/x}, D,=D{N/&}.
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There exist some O, b such that

a0

vi.({M/x}A) S va.({N/X}A)
Vi ({N/ZB) =2 vi.({N/X}|B)
~ VAL({M/X}YA)

where O] X{$1.62} 02 and a Xi¢17¢2} b. _
Since a =<4, 4,3 b and a = {{M/x}, therefore, b = {{N/x}.
So

Vil.(B|Dy) = vit.(B'|D))
and

(vin.(A'|D)), vir.(B|D,)) € R.

We can conclude that R is a labeled bisimulation. O
Now we are ready to prove the theorem.
Theorem 5. For any two closed processes A, B, if A =~ B, then for any evaluation context C[_] we have C[A] ~; C[B].

Proof. We need to show the following relation is labeled bisimulation:

R ~, U{(CIA],C[B])|A ~; B and C[] is an evaluation context}

To prove a relation R is labeled bisimulation, one needs to show that for any ARB we have

A~B. .
. if A5 A, then 3B, s.t. B=B and ARB.
. if A3 A, then 3b, B, s.t. B= B’ with a <, 4,, b and ARB.

: ’ / bM: / ! /
. if A A'then 3b,B' and ¢, F Ma, s.t. B'= B, My =4, 4») M2, =4, 4,) b and ARB,

N S

It is clear that we only need to consider those pairs (C[A], C[B]) for some processes A, B and some evaluation context C[_]
such that A =~ B. We consider the different cases of C[.

1. C[] = _ This case is trivial.
2. C[] = vn._ for some name n.
(a) By Lemma 9, we get vn.A ~; vn.B.
(b) If vn.AS A”, then by inspection of the rules of Fig. 2, we have that A” = vn.A" and A A’. So we have

vnASvnA.
By the fact A ~; B, there exists some B’ such that B :T» B and A ~, B'. So
vn.B=vnB and (vnA)YR(vn.B).
(c) If vn.AZ2 A” for some a and x, then by rule Res-Our in Fig. 2, we have A” = vn A, ¢,,, - a and A2 A". So we have
vnA%vnA.

By the fact A ~; B, there exists some b and B’ such that

b
B:§B/7 A X {ppbp} b and A’ L B.

Since ¢,,4 = vn.¢, F a, followed by (1) of Lemma 10 we have ¢,,5 = vn.¢p - b and a =y, , .., b. Therefore,

VAP
viBZynB, a X(pyundens) D aNd (VIILA)R(VNB).
(d) The last case is when vi.A? A”, by rule Res-In, we get ¢,,, - aand ¢,,, - M, and A” = vn.A' and A A'. We have

M
yvnAZ ynA.
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By the fact A ~; B, there exists some b, N and B’ such that
bN _, ’ /
B=B , a {08} b, M a8} N, and A ~ B'.

Since ¢, ,, = Vi.¢,4, followed by (1) of Lemma 10 we have
Gyng=VN.pg = b, dyup=vndg - N

and
O =(gyuadons D M =(p0000mm) N-

Therefore,

vn.B2 vn.B, and (vn.AYR(vn.B).

3. C[] = -|D for some D;
(a) By Lemma 9, we get A|D = B|D.
(b) If AID can perform an action o, then by rules in Fig. 2 three cases might happen:
(i)  This action is caused by the same action performed by D;
(ii)  This action is caused by the same action performed by A;
(iii) o = 7 and is caused by the interaction between A and D;

We consider these cases one by one.
i. Assume o is caused by D which means D% D’ hence A|D = A|D'. Then directly we have

BID%B|D' and (A|D')R(B|D').
ii. Assume o is caused by A, i.e. A= A hence A|D > A'|D. This case is similar to the case where C[_] = vn._. The proof is the
same except that instead of using (1) of Lemma 10 the proof will refer to (2) of Lemma 10.
iii. When o = 7 and is caused by the interaction between A and D,
e IfADS vit.(A'|D') where
D& ya.{M/x} D), A%A,
and nc n(M), fn(M)n (bn(A) Ubn(B)) = 0. Because A ~; B, then M =y, 4,; M and there exists some B’, BEB and A ~ B. So
(C'[A],C'[B)) € R where C'[] %< va.(D'|.).
e IfAID5 vit.(A'|D;) where
A% ya.((M/x}|A), DD;.
and nC n(M), fa(M)nbn(D;) = 0. Because A ~; B, then there exists some B, such that
B vi.({N/x}|B), vm.({M/x}|A") ~; vi.({N/x}|B).

Because D% D,, so B|D = vii.(B'|D,).
If DY D' then

D; = D'{M/x}, D,=D'{N/x},
Vi ({M/x}A)) ~, vii.({N/x}|B).

By Lemma 12, one can get

(vin.(Dy|A), vii.(D2|B)) € R

We can conclude that R is a labeled bisimulation, and for any two processes A, B, if A ~; B, then for any evaluation context C[_]
we have C[A] ~; C[B]. We are done. O

Appendix C. The proof of Theorem 6

The proof of this theorem is more technical than that of Theorem 5. We extend the method of proving the coincidence
between barbed congruence and weak bisimilarity of -calculus by Sangiorgi in his Ph.D thesis [33].

The following lemma is a general result valid for all the equivalences we are aware of. It is originated from X-property
proposed by Nicola et al. [13] and then studied by Yuxi Fu as Bisimulation Lemma in [18,19].
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Lemma 13 (Bisimulation lemma). IfP:%>P’ ~ops Q and Q:%> Q' ~,ps P then P =~y Q.

Lemma 14. For any closed plain processes P, Q, if a(x)|P = a(x)|Q and a ¢ (fn(P) U fnQ) then P|R =,,s Q|R where R is any closed
plain process.

Proof. Given context C[ ] d:Ef,|Z1<m>.(a|d|R) for any plain closed process R and fresh name d. We have Ca(x)|P] =5 C[a(x)|Q]

from a(x)|P s a(x)|Q, so the following transitions
Cla(x)|P] = P|d|d|R
= PR
must be simulated by
Cla)|Q] = Q'ld|dIR
= Q" ~s PR
which can be rearranged
Cla(x)Q] = Q|d|d|R
5 QIR
= Q" ~us PR
So Q|R:T> Q" ~ys P|R. Similarly, one has P\R:%>P” ~ops Q|R. Thus P|R =~ Q|R by Lemma 13. O
Theorem 6. For any closed plain processes P, Q, if P ~qs Q, then P ~; Q.

Proof. Assume R is a symmetric relation and defined as follows.

M = {M;,Ms,...,My},N = {Ny,Ns,..., Ny},
mcfa(M), acfu(N),
vi{M/X} ~; vir.{N/x}, and

vin.(P|{M /X )
) | v (Pl (M (M) 1,0,

viL(QUN/RY) |7 :
cy)vn.(Q['ar(N1)|!ax(N2)| - - [!@n(Ny))
for some fresh names c,a;,a,,...,a,.

Now we prove that R is a labeled bisimulation.
To avoid long expressions, we introduce the following abbreviations:

01 € 1@y (My) (182 (My)] -+ |1 G (M)
0y = 1@ (N1)[1G@(No)| -+ |G (Ny)
¢, < vin{M/x}
¢, © vi{N/x}
For any vii.(P|[{M/X})Rvi.(Q|{N/X}), we have

c(y)[v.(P|01) mops c(¥)|V71.(Q|02),

then by Lemma 14,
ViL.(P|O1)|R ~ops V1. (Q|02) R

for any closed plain process R. We will use this result without explicitly referring to it.
Now we are ready to prove R is a labeled bisimulation. For each pair

(viir.(P{M/x}), vit.(Q{N/X})) € R
We consider cases of the following transition:

vin.(P|{M/X}) >
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1. if « = 7, then the above transition must be caused by P L P, therefore,
c(y)|vin.(P|0y) = c(y)|vin.(P'|0y)
where c is fresh. This reduction must be simulated by
cy)Vi(Q0:) = cy)vi(Q]02)
~obs C(¥)|[vm.(P'|01)
So if vin.(P|{M/X}) = vin(P'|{M/X}), there exists some Q,
viL(QU{N/X}) = vi(Q{N/x})
and
(viin.(P{M/x}), v (Q {N/X})) € R.
2. if oo = ax for some a, x, then
v (P{M/x}) S vy m . (P){M/x}|{M/X})
where m’ C fn(M). Assume C[.] be
_la(x).(b|b|!@y.1 (x)|c(y))
where b, c,a,.1 are fresh. We have
Clvin.(P|01)] = vin.ym'.(P|0s|(b|b|\dn .1 (M)[c(1)))
S iy m (P04 ]y (M)[c(y))
So there must exist some term N and C[v#i.(Q|O;)] has to simulate above transition with
Cv(Q|02)] = v".(Q"|0x|([b|\Gn1(N)[c(¥))
= Q" ~gps VLY ﬁ.(P’|O2|!an+1 (M)|c(y))
This reduction can be rearranged as
ClQ] = vAvn (Q'|02|(blb|!an1 (N)|c(y)))
5 VAV (Q']0;'n 1 (N)]c())
= Q" Rops VLY V(P04 |\ne1 (M)[c(y))

where

viL(QU{N/x}) vy i (Q{N/x}{N/X}).

One can get that )
ey / - o~ S -
vy’ (Q0z!@n 1 (N)[c(¥)) = Q™ ~obs VLY M .(P'|O1]!an 11 (M)[c(y))

Similarly,

VI (P01 et (M)|C(y)) S P” s VALV T (Q']021ns1 (N ()
By Lemma 13, we have

VLYV (P04 {1 (M)|C()) s VLY TT(Q'[02 4,1 (N |e(y):
Because c ¢ m, one has

vy’ .(P|0; 'y 1 (M))|c(y) ~ops VLV T.(Q'|02]!Gn.1 (N))|C(¥)

We denote vi.vm'.({M/x}|{M/x}) with ¢, and vii.vn’.({N/x}{N/X}) with . Now we prove ¢ ~; . Assume ¢ # v, then
there muse be at least two terms T, T, such that

(n(Tr) un(Tz)) N (bn(¢) ubn(y)) =0, (T1 =Ta)¢, (Ti#T2)y.
Let C'[] be a context as follows

a1 (x1).a2(X2). - - .Qn(Xn).Any1 (X).if (T1 =T,) then b
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So
CY .Y I7.(P|Oy 1,1 (M))] = v ity 110 .(P'| 01 |\as 1 (M) D) |,
However,
CV(Q|01 11 (N))] = Q"1
which contradicts to
vy m'.(P|0; /s (M))|C(Y) s VLY .(Q|02]'Gns1 (NY)|C(y)
So there exists Q’, N that
vL(QI{N/x}) B vy (Q'[{N/x}[{N/x})
and

(vii(P'|{M/X}[{M/x}), vir.(Q'[{N/%} | {N/x})) € R
3. if o = aM for some a, M, then ¢; - M, and there exists some P’ such that

vin.(P{M/x}) % vim.(P|{M/&})
Since ¢, + M, by Proposition 3 there must exist some term ¢ such that n(¢) n (muUf) = 0 and ¢({M/X} = M. Assume C[_] be
a1 (%1).a2(X2). - - .G (Xn).G(L).(b|blc(y))
where b, c are fresh.
Clvm.(PI0y)] = vin.(P|Ox[a(M).(Blblc(y)))
= vin.(P|04|(blblc(y)))
= vin(P|0y[c(y))
So
CIvi(QI02)] = vi.(Q"[0s]a(N).(blblc(y)))
= Q" ~rgps VINL(P'|04]C(y))
where N = {{N/x}. We have
N (4, 4,y M = ({M/X}
This reduction can be rearranged
C[Ql = vit(QI0sIa(N).(blble(y)))
= Vi (Q'|02](blblc(y)))
= Q" ~ops VITL(P'|O1]c(y))
where v.(Q|0,) %5 v71.(Q'|0,). One can get
Vi(Q[021c(y)) = Q" ~aps ViL.(P|Os]c())
Similarly,

Vi (P|01]c(y)) = P ~ops Vi1.(Q'|0s|c(y))
By Lemma 13, we have vii.(P'|O1|c(Y)) ~ops V11.(Q'|O2|c(y)). Because c ¢ i, hence vini.(P'|0y)|c(y) =ops V11.(Q'|02)[c(¥).

There exists Q’,N that
Vit (QIN/&Y B vi(Q{N/X})
M=/4, »,;N, and (vii.(P'|{M/x}, vii.(Q'|{N/X}) € R.
We can conclude that R is a labeled bisimulation. Let i1 =, it = ¢ and M = (), N =0, if P|c(y) ~ops Q|c(y) Which can be

deduced from P~ Q, then P~; Q. O
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